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ABSTRACT 

The rapid growth of urban populations demands smarter, more efficient, and 
sustainable city governance. This study aims to analyze the role of Big Data and the 
Internet of Things (IoT) in supporting urban governance toward a sustainable smart 
city, with a focus on their contributions to environmental, economic, and social 
sustainability. The research employed an exploratory-descriptive qualitative method 
through in-depth interviews, community surveys, field observations, as well as 
secondary data analysis from official reports and academic publications. Qualitative 
data were analyzed using thematic analysis, while quantitative data were processed 
with descriptive and inferential statistics. The findings reveal that the integration of Big 
Data and IoT enhances the effectiveness of city government decision-making through 
real-time data and predictive analytics. The application of these technologies 
contributes to emission reduction, energy efficiency, transportation optimization, 
increased citizen participation, and operational cost savings. However, implementation 
still faces obstacles such as limited network infrastructure, digital literacy gaps, high 
maintenance costs of devices, as well as data security and privacy issues. This study 
recommends strengthening regulations, fostering government–private sector 
collaboration, and implementing public education programs to expand technology 
adoption. These findings highlight that the success of a sustainable smart city requires 
synergy between technological innovation, inclusive policies, and active community 
engagement. 
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INTRODUCTION 

The continued growth of the urban population from year to year has 
complex implications for the dynamics of city life (Elliot & Levasseur, 2022). 
Population growth not only triggers increasingly severe traffic congestion but 
also exacerbates air and environmental pollution due to high vehicle volumes 
and industrial activity. Furthermore, limited energy supplies pose a challenge, 
given the significant increase in demand for electricity, fuel, and other 
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resources. Pressure on public services, such as health, education, public 
transportation, and waste management, is increasing, testing the capacity and 
efficiency of city governments (Putri & Purnamasari, 2025). This situation 
demands innovation in urban governance, the application of smart technologies, 
and sustainable development strategies that can address the challenges of 
urbanization without sacrificing people's quality of life and environmental 
sustainability. 

The Smart City concept is present as a strategic solution to answer the 
various challenges faced by modern cities due to the rapid rate of urbanization 
(Putri & Kurniati, 2025). By leveraging digital technologies such as the Internet 
of Things (IoT), big data analytics, artificial intelligence (AI), and high-speed 
communication networks, Smart Cities strive to improve the efficiency of public 
services, from transportation and security to energy management and 
government administration. 

The application of this technology not only aims to speed up and 
simplify access to services, but also encourages improvements in the quality of 
life of citizens through ease of information, participatory involvement, and more 
responsive services (Suprianto, 2023). Furthermore, the Smart City approach 
emphasizes environmental sustainability by optimizing resource use, reducing 
emissions, and supporting intelligent waste and water management. With the 
synergy between technology, adaptive governance, and community 
participation, Smart City is a development framework expected to create more 
inclusive, efficient, and environmentally friendly cities. 

Big Data provides the ability to collect, store, and analyze very large and 
diverse volumes of data from various sources, ranging from IoT sensors, social 
media, government administration systems, to public service operational data 
(Rao et al., 2019). This analysis enables the identification of patterns, trends, and 
relationships between variables that were previously difficult to detect, thus 
supporting more precise, rapid, and evidence-based policy making. By 
leveraging Big Data, city governments can design policies that are responsive to 
citizen needs, predict potential problems before they occur, and evaluate 
program effectiveness in real time. This not only improves the quality of public 
services but also improves resource management efficiency, decision-making 
transparency, and government accountability in responding to complex urban 
dynamics. 

The Internet of Things (IoT) enables the creation of extensive connectivity 
between devices, sensors, and systems throughout a city, so that data can be 
collected in real-time and analyzed to support fast and accurate decision-
making (Paul & Jeyaraj, 2019). With this sensor network, transportation 
management can be optimized through monitoring traffic flow and 
automatically adjusting traffic light signals, while environmental monitoring 
becomes more effective with continuous detection of air quality, pollution, and 
weather conditions. Furthermore, IoT also improves public safety through 
intelligent surveillance systems and early detection of potential disturbances, 
and supports more efficient energy management, for example in the distribution 
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of electricity, water, and urban heating. The integrated use of IoT creates a 
responsive, adaptive, and sustainable smart city ecosystem, while providing a 
solid database for the development of evidence-based policies (Bibri, 2021). 

Technology-based urban governance is a crucial aspect in dealing with 
the complexities of modern urban areas, because it enables the formulation and 
implementation of policies that are more responsive to the needs of 
citizens.(Jiang et al., 2022)With the support of digital technologies such as Big 
Data, IoT, and government information systems, city governments can monitor 
city conditions in real time, identify problems more quickly, and adapt public 
services to changing dynamics. This approach also increases transparency 
because data and decision-making processes can be more openly accessed or 
audited, while strengthening the accountability of public officials (Sari & 
Muslim, 2023). 

Furthermore, technology-based urban governance promotes inclusivity 
by providing a participatory platform for citizens to voice their concerns, report 
issues, and contribute to city planning. Thus, the integration of technology into 
urban governance not only improves operational efficiency but also builds a 
more open, adaptive, and community-focused governance system (Fitriah & 
Fitriati, 2023). 

Although many cities have adopted digital technology and smart city 
systems, their implementation is often limited to operational efficiency and 
improved public services, without comprehensive consideration of 
sustainability principles. Environmental, economic, and social aspects have not 
always been integrated in a balanced manner into city planning and 
management, so the potential of technology to support sustainable development 
has not been fully realized (Nurhikmah et al., 2025). 

For example, energy and transportation management may be optimized 
for efficiency, but the impacts on carbon emissions, social accessibility, or local 
economic resilience are not comprehensively considered. This highlights the 
need for an integrative strategy that emphasizes not only technical and 
economic aspects but also ensures that digital innovation simultaneously 
supports a healthy environment, citizen well-being, and inclusive economic 
growth (Shi et al., 2022). 

Research is needed that specifically explores how Big Data and IoT 
contribute significantly to sustainable city governance, rather than simply 
discussing the implementation of technology for the purposes of digital 
transformation or operational efficiency alone (Bibri, 2019). Such studies are 
crucial for understanding the extent to which big data and smart sensors can 
influence decision-making that balances environmental, economic, and social 
aspects. Research can also assess the impact of technology use on urban 
planning, resource management, citizen participation, and the transparency and 
accountability of city governments. By focusing on contributions to 
sustainability, these studies will yield more applicable and strategic insights for 
the development of smart cities that are not only technologically advanced but 
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also oriented toward community well-being and environmental sustainability 
(Ardhitha & Sutabri, 2024). 

The purpose of this study is to analyze the role of Big Data and IoT in 
supporting urban governance towards sustainable smart cities, while 
identifying key success factors and barriers in their implementation in city 
governance. This study also aims to evaluate the impact of the use of these 
technologies on the efficiency of public services, citizen participation, and 
environmental quality, so as to provide a comprehensive picture of the real 
contribution of digital technology in sustainable city development. Based on 
these findings, this study formulates recommendations for Big Data and IoT 
integration strategies that are aligned with sustainability principles, thereby 
supporting inclusive, efficient, and environmentally friendly city planning. 

Most previous studies tend to emphasize only the technical aspects of 
Smart City implementation without explicitly linking them to sustainability 
indicators. Analysis of Big Data and IoT is often conducted separately, resulting 
in rare studies integrating the two within the context of urban governance. 
Furthermore, the lack of comparative studies that combine technical data, such 
as real-time IoT and Big Data data, with social data in the form of citizen 
perceptions and participation makes the assessment of Smart City success less 
comprehensive. Previous research has also focused more on developed cities, 
while studies in developing cities, including those in Southeast Asia, are still 
very limited, thus raising the need for more contextual and applicable studies 
for the region. 

The novelty of this research lies in combining technical and social 
approaches to assess the role of Big Data and IoT in urban governance, focusing 
on the direct relationship between technology and urban sustainability—
encompassing environmental, economic, and social aspects—rather than simply 
the digitalization of services. This research uses a mixed-methods approach that 
combines IoT sensor data analysis and Big Data with citizen perceptions and 
participation, thus providing a comprehensive picture of the impact of 
technology on urban governance. Furthermore, this study provides a Big Data–
IoT–urban governance integration model applicable to developing cities, 
offering adaptable strategies to simultaneously improve public service 
efficiency, citizen participation, and urban sustainability. 

METHODOLOGY  
This study uses a qualitative approach with an exploratory-descriptive 

nature to deeply understand the role of Big Data and Internet of Things (IoT) 
technology in sustainable city governance (Mariani et al., 2021). The research 
location focused on cities that have implemented the smart city concept with 
the utilization of Big Data and IoT, such as Jakarta Smart City or Bandung 
Smart City, including the possibility of comparative studies in international 
cities. The research objects include Big Data and IoT systems and applications in 
transportation management, the environment, public security, and public 
services. Primary data was obtained through in-depth interviews with city 
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government officials, technology developers, and urban governance experts, as 
well as Focus Group Discussions (FGDs) with stakeholders and participant 
observation in the field. Secondary data was collected from official government 
reports, academic publications, white papers, policy documents, and technical 
data from smart city dashboards or portals. Data analysis was conducted using 
thematic analysis methods through a coding process to identify patterns and 
relationships, as well as content analysis of policy documents and technical 
reports. The validity of the research results was maintained through member 
checking, source triangulation, and cross-checking between primary and 
secondary data. Ethical aspects were guaranteed by obtaining participant 
consent, maintaining the confidentiality of personal data, and ensuring 
transparency of the research objectives to all respondents. 

RESULTS AND DISCUSSION 
The research results show that the use of Big Data in city governance 

allows the use of data from various sources, such as CCTV, environmental 
sensors, citizen applications, and social media, for predictive analysis, traffic 
management, crime detection, and city planning, with dashboard integration 
that helps the government respond to problems quickly and evidence-based. 
The application of IoT in public services, including air quality sensors, smart 
waste management, energy-efficient street lighting systems, and real-time 
traffic monitoring, facilitates automated data collection and minimizes 
information delays. 

The impact on sustainability is visible in the environment through 
reduced emissions due to the optimization of public transportation and the use 
of renewable energy, in the economy through the efficiency of government 
operational budgets and increased technology-based economic opportunities, 
and in the social sector through increased citizen engagement through 
participatory applications, although still hampered by the digital divide. 
However, implementation faces obstacles such as data security and privacy 
issues, limited network infrastructure in remote areas, lack of integration 
between platforms and coordination across institutions, and low digital literacy 
among some communities. Supporting factors for success include clear 
regulatory support regarding data sharing and security, public-private 
partnerships in technology investment, and public education to increase 
technology adoption. 

Big Data as an Evidence-Based Policy Instrument 
The use of Big Data as an evidence-based policy instrument enables city 

governments to make fast, precise, and accurate decisions (Sulistyawati & 
Munawir, 2024). By integrating data from various sources, such as 
environmental sensors, CCTV, citizen apps, and social media, governments can 
conduct predictive analysis, identify patterns, and respond to issues in real 
time. This not only improves operational efficiency and urban planning but also 
strengthens transparency, accountability, and public participation in decision-
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making processes. Thus, Big Data becomes a crucial foundation for developing 
evidence-based policies and supporting the social, economic, and 
environmental sustainability of cities (Pohan, 2023). 

Compared with previous research, this study shows a significant 
positive correlation between the application of data analytics and the level of 
responsiveness of government policies (Setiawan & Arti, 2024). These results 
indicate that the use of comprehensive data analytics enables faster, more 
accurate, and evidence-based decision-making, enabling governments to 
respond more effectively to citizen issues and needs. These findings strengthen 
the argument that integrating Big Data into city governance not only improves 
operational efficiency but also supports transparency, accountability, and 
results-oriented policy planning (Rahmadany, 2024). 

IoT as a Driver of Public Service Transformation 
IoT as a driver of public service transformation changes the paradigm of 

service delivery from reactive to proactive (Sani & Jaafar, 2025). By leveraging 
smart sensors, real-time monitoring systems, and data connectivity, 
governments can detect issues early, anticipate citizen needs, and automatically 
adjust services. For example, air quality sensors can trigger pollution mitigation 
actions, energy-efficient streetlight systems adjust lighting based on traffic 
conditions, and smart bins optimize waste management efficiency. This 
transformation not only improves response speed but also improves service 
quality, operational efficiency, and public satisfaction, supporting smarter, 
more adaptive, and sustainable governance (Hanan et al., 2025). 

IoT systems support sustainability by significantly reducing resource 
waste and increasing operational efficiency across various public service sectors 
(Wahyudi et al., 2025). With real-time monitoring and automated management, 
energy, water, and material use can be optimized according to actual needs, 
reducing overconsumption and environmental impact. For example, smart 
streetlights adjust light intensity based on traffic activity, smart bins adjust 
waste collection frequency based on actual capacity, and air quality sensors 
enable preventive measures to maintain a healthy environment. This approach 
not only supports the government's economic efficiency but also strengthens 
the social and environmental aspects within the framework of sustainable 
urban development. 

Big Data and IoT Integration for Sustainability 
The integration of Big Data and IoT to support sustainability 

demonstrates a complementary synergy, where IoT plays a role in generating 
real-time data from various sensors and smart devices, while Big Data processes 
this information into strategic insights that can be used for evidence-based 
decision-making (Wahyudi et al., 2025). This combination enables governments 
and city managers to monitor environmental conditions, optimize resource use, 
and design policies that are responsive to citizen needs (Rahayu et al., 2025). For 
example, real-time data from air quality sensors or smart traffic can be analyzed 
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to reduce emissions, manage traffic efficiently, and proactively improve public 
services, thereby supporting the achievement of integrated environmental, 
economic, and social sustainability. 

This Big Data and IoT integration model has rarely been discussed 
holistically in previous research, especially when applied to the context of 
developing cities (Bibri et al., 2023). Most previous studies tend to focus on 
technical aspects or data analysis separately, without considering how both can 
support each other in improving operational efficiency, policy responsiveness, 
and overall city sustainability. This research emphasizes the importance of an 
integrated approach that combines real-time data collection through IoT with 
Big Data analytics to create evidence-based policies, thus providing a new 
contribution to the literature on smart city governance in countries with 
different infrastructure and resource challenges compared to developed cities. 

Challenge Aspects 
The challenging aspects of implementing technology in smart cities 

include the digital divide and infrastructure limitations, which remain major 
obstacles to equitable distribution of the benefits of technology (Nurhayati & 
Mulyanti, 2025). Many regions, particularly in rural areas or developing cities, 
face limited internet access, inadequate devices, and low digital literacy, 
limiting citizen participation in IoT and Big Data-based services. Furthermore, 
cross-platform system integration and coordination between government 
agencies are often suboptimal, while data security and privacy issues raise 
concerns that impact public trust. These challenges require comprehensive 
policy strategies, infrastructure investments, and digital education programs to 
ensure the benefits of technology are shared equitably and effectively support 
urban sustainability (Angelidou et al., 2018). 

Data regulation and governance are strategic issues that require high 
priority in the implementation of smart city technology (Sarjito & Risdhianto, 
2025). Effective data management encompasses standards for security, privacy, 
interoperability between platforms, and transparent data-sharing mechanisms 
between governments, the private sector, and citizens. Without a clear 
regulatory framework, the risk of data misuse, information leakage, and public 
distrust increases, which can hinder the adoption of new technologies. 
Therefore, developing comprehensive policies and sound data governance not 
only supports operational efficiency but also ensures accountability, 
transparency, and long-term sustainability in the use of Big Data and IoT for 
public services. 

Policy Implications 
The need for national and regional policies that regulate city technology 

interoperability standards is crucial to ensure efficient and consistent system 
integration across all public services. Furthermore, active citizen engagement 
strategies are also needed to ensure inclusivity in Smart Cities, allowing all 
community groups to access, utilize, and provide input on technology-based 
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services. With a combination of clear policies and broad citizen participation, 
Smart City implementation can be more effective, equitable, and sustainable 
(Choirunnisa et al., 2023). 

CONCLUSION 
The integration of Big Data and IoT has been shown to significantly 

improve the effectiveness of urban governance by providing real-time data and 
predictive analytics that enable city governments to respond quickly and 
evidence-based to issues. The use of these technologies positively contributes to 
environmental sustainability through emission reduction and energy efficiency, 
supports economic sustainability through operational cost savings and the 
creation of new business opportunities, and strengthens social sustainability 
through increased citizen participation and government transparency. 
However, implementation faces major obstacles such as limited network 
infrastructure in certain areas, digital literacy gaps, high device maintenance 
costs, and data security and privacy issues. Supporting factors for success 
include clear regulations, effective collaboration between the government and 
the private sector, and public education programs to increase technology 
adoption. Therefore, the sustainable success of Smart Cities depends not only on 
technological innovation alone, but also on policy synergy, infrastructure 
readiness, and active community involvement in all city governance processes. 
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