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ABSTRACT 
 

Digital trust is a strategic foundation for organizations adopting artificial intelligence (AI) in decision-
making, public services, and stakeholder interactions. The increasing use of AI raises concerns regarding 
algorithm transparency, accountability, data privacy, and the risk of bias, thus eroding organizational trust 
in AI systems and external trust in organizations if not systematically managed. This article aims to analyze 
digital trust management strategies for building organizational trust in the AI era through a systematic 
literature review based on the PRISMA framework. Searches were conducted in Scopus, Web of Science, and 
Google Scholar databases with additional independent searches, resulting in 33 articles meeting the inclusion 
criteria out of a total of 148 identified articles. The study results indicate that organizational trust in AI is 
shaped by five main pillars: algorithmic transparency and explainable AI, governance and regulatory 
compliance, technical competence and system reliability, the human dimension and employee psychological 
contracts, and digital trust infrastructure such as zero trust architecture and IoT reputation. This study offers 
a novel Digital Trust Management (DTM) framework that integrates technology, governance, and human 
dimensions across sectors, differing from previous studies that tended to be partial and sectoral. These findings 
offer practical implications for organizations in designing sustainable AI adoption strategies that are trusted 
by all stakeholders.. 
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INTRODUCTION 

Digital transformation accelerated by the adoption of artificial intelligence (AI) has 
transformed the way organizations make decisions, serve customers, and manage human 
resources. AI is now present in various organizational settings, from machine learning-
based decision support systems and customer service chatbots to financial fraud 
detection systems, to recruitment algorithms and employee performance evaluations. On 
the one hand, AI adoption promises efficiency, speed, and scalability unattainable 
through manual processes. On the other hand, the complex and often black-box nature of 
AI poses new challenges not faced by conventional information technology: the challenge 
of trust. Trustworthy AI: From Principles to Practices emphasizes that trust in AI cannot 
be simply assumed but must be built through verifiable principles such as reliability, 
fairness, privacy, and accountability (Li et al., 2021). When these principles are not met, 
organizations risk losing the trust of employees, customers, regulators, and business 
partners. 
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Digital trust is conceptually broader than just cybersecurity. It encompasses 
stakeholder confidence that an organization can manage its digital presence securely, 
ethically, and transparently, including in the use of AI to process data and make decisions 
that impact individuals. Rodríguez et al. (2023) state that trust in responsible AI requires 
a coherent connection between ethical principles, key requirements, and concrete 
regulations, not merely non-operational normative declarations. Without such a 
connection, organizational efforts to build digital trust tend to remain at the discourse 
level and are not reflected in daily governance practices. 

The issue of trust in AI becomes increasingly complex when linked to organizational 
contexts involving ongoing human-machine interactions. Cui et al. (2025) found that 
building trust in decision-support AI requires a boundary-spanning perspective, namely 
the role of a liaison actor who bridges the technical understanding of AI with the needs 
of decision-makers in the field. This study indicates that trust in AI is not merely a 
technical issue of algorithms, but also a socio-organizational issue involving 
communication, training, and negotiation of meaning between work units. Similarly, 
Moin, Behl, Zhang, and Shankar (2024) showed that the integration of AI in organizations 
also changes the psychological contract between employees and employers, so that 
organizational trust in AI also has implications for employee commitment and loyalty. 

The issue of algorithmic transparency is a key pillar in the digital trust literature. 
Park and Yoon (2025) assert that algorithmic transparency serves as a pipeline to trust, 
not simply a prism reflecting a positive image of an organization. When transparency is 
implemented authentically, negative public attitudes toward AI can be minimized and 
trust in automated systems can be significantly increased. Cheong (2024) reinforces this 
argument by stating that transparency and accountability are mechanisms for protecting 
individual well-being in algorithmic decision-making systems, particularly when those 
decisions concern access to public services, credit, or employment opportunities. 

In addition to transparency, governance is also a crucial determinant of digital trust. 
Sklavos, Theodossiou, Papanikolaou, Karelakis, and Ragazou (2024) demonstrate that 
integrating Environmental, Social, and Governance (ESG) principles into AI governance 
helps organizations digitize leadership and human resource management more 
responsibly. Similarly, Efunniyi et al. (2024) emphasize the importance of strengthening 
corporate governance and financial compliance to enhance accountability and 
transparency, which are also indirectly relevant to AI governance in business 
organizations. At the sectoral level, studies in the healthcare sector by Khan et al. (2024) 
and Zhang and Zhang (2023) emphasize that trust in medical AI requires a rigorous 
ethical and regulatory framework given its risks that directly impact patient safety. 

While the literature on trust in AI is rapidly expanding, most existing studies tend 
to be partial and sector-specific. Some studies focus solely on the technical aspects of 
explainable AI (XAI) (Ali et al., 2023; Kalasampath et al., 2025), while others focus on 
specific sectors such as healthcare (Goktas & Grzybowski, 2025; Eke & Shuib, 2024), 
education (Yiping, Li, Hu, Liu, & Cheong, 2025; Zuo, Luo, Yan, & Jiang, 2025), or digital 
government (Bokhari, Park, & Manzoor, 2025). Few studies integrate the technological 
dimensions (algorithmic transparency, zero-trust architecture, IoT reputation), the 
governance dimensions (regulation, ESG, compliance), and the human dimensions 
(psychological contracts, employee buy-in, stakeholder communication) into a coherent 
digital trust management framework that can be applied across organizational sectors. 

This phenomenon is also evident at the consumer and market levels. O'Higgins and 
Fatorachian (2025) revealed that consumer trust in AI in the personal care and cosmetics 
sectors in the UK and Ireland is heavily influenced by the transparency of personal data 
usage, while Oyekunle, Matthew, Preston, and Boohene (2024) emphasized that 
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consumer trust in technology is inextricably linked to broader consumption behaviors, 
including social and digital cultural factors. In the realm of technical infrastructure, Aaqib 
et al. (2023) demonstrated that trust in the Internet of Things (IoT) ecosystem requires 
a proven reputation system, while Joshi (2025) highlighted that zero trust architecture is 
becoming a maturing enabling technology across various industries to ensure every 
digital entity is verified before being granted access to organizational resources. Both 
findings emphasize that digital trust is not simply a matter of perception but also relies 
on an auditable and verifiable technical architecture. 

The organizational context in Indonesia faces similar challenges, particularly with 
the increasing adoption of generative AI and data-driven decision support systems in the 
banking, government, education, and public service sectors. The absence of an integrated 
digital trust management framework has led many organizations to adopt AI reactively, 
adding ethics or data privacy policies after a trust incident has occurred, rather than 
proactively building a digital trust strategy from the system design stage. This situation 
reinforces the urgency of providing a conceptual framework that can serve as a practical 
reference for policymakers and organizational managers in designing sustainable AI 
adoption strategies. 

This gap underpins the novelty of this article. Unlike previous studies that generally 
discuss trust in AI separately at the technical level (Aaqib, Ali, Chen, & Nibouche, 2023; 
Joshi, 2025) or at a single sectoral level, this article synthesizes findings across industry, 
healthcare, education, government, and human resources sectors to formulate a holistic 
Digital Trust Management (DTM) framework. This framework views digital trust as the 
result of a dynamic interaction between five pillars: algorithmic transparency and 
explainability, governance and regulatory compliance, system technical reliability, the 
human dimension and psychological contract, and digital trust infrastructure such as 
zero trust architecture. By integrating these five pillars, this article offers a new 
perspective: strategies for building organizational trust in the AI era cannot be reduced 
to algorithmic improvements or regulatory compliance alone, but rather require a 
comprehensive and sustainable managerial approach. 

The urgency of this study is increasingly relevant considering that research by 
Nastoska, Jancheska, Rizinski, and Trajanov (2025) revealed that risks and trust metrics 
in AI vary significantly across industries, requiring organizations to adopt an adaptive 
approach while remaining grounded in consistent principles. Similarly, Hasija and Esper 
(2022) found that employee acceptance of AI technology is heavily influenced by 
perceived reliability and prior interaction experiences, meaning digital trust is 
accumulative and can be eroded if organizations fail to manage expectations consistently. 
Based on this description, this article is formulated to answer the questions: what 
strategies can organizations implement to build and maintain digital trust amidst the 
acceleration of AI adoption, and how the five pillars of Digital Trust Management can be 
integrated into organizational practices. The answers to these questions are expected to 
enrich the currently fragmented digital trust management literature, while also providing 
practical, applicable guidance for organizational leaders, information technology 
governance practitioners, and regulators in designing AI adoption policies oriented 
towards long-term trust sustainability. 

 
 
METHODS 

This article uses a systematic literature review approach, adopting the Preferred 
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) framework to 
guide the process of identifying, screening, assessing eligibility, and including articles. 
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This approach was chosen because it minimizes bias in literature selection and produces 
a transparent and replicable synthesis. 

The literature search process was conducted in the Scopus, Web of Science, and 
Google Scholar databases using a combination of keywords "digital trust," "organizational 
trust," "trustworthy AI," "AI governance," and "explainable AI," combined with the 
Boolean operators AND/OR. The initial search resulted in 148 identified articles, plus 14 
articles from independent searches through cross-citations and reference database 
recommendations (reference managers). After the duplication process, 132 articles 
remained, which were then screened based on title and abstract. 

The inclusion criteria used included: (1) peer-reviewed scientific journal articles; 
(2) explicitly addressing the topic of digital trust, organizational trust, or trust in AI; (3) 
having an active and accessible Digital Object Identifier (DOI); and (4) being published 
within a timeframe relevant to contemporary AI technology developments. Exclusion 
criteria included non-journal articles such as proceedings without a DOI, articles without 
clear metadata access, and articles with substantial overlapping themes without 
additional contributions to the synthesis. 

Based on the title and abstract screening process, 61 articles were excluded for 
not being directly relevant to the topic of digital trust and organizational AI, leaving 71 
articles to be assessed for eligibility through full-text reading. At this stage, 30 articles 
were excluded for not being journal articles, not having an active DOI, or having 
significant thematic overlap with other included articles. This process resulted in 41 
articles meeting the full eligibility criteria, which were then synthesized into a final 
selection of 33 articles that serve as the primary references in this article's discussion. 
This includes references from the RIS files collected by the authors as well as additional 
articles from independent searches published in the past five years. The entire literature 
selection process is shown in the following PRISMA flowchart. 
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Figure 1. PRISMA Flowchart of Literature Selection 
After the final article was finalized, a thematic analysis was conducted to group 

the findings into major theme clusters, namely: (1) trustworthy AI foundations and 
ethical principles, (2) algorithmic transparency and explainable AI, (3) governance, 
regulation, and compliance (ESG and corporate governance), (4) human and 
organizational dimensions (psychological contracts, employee recruitment), (5) sectoral 
implementation (health, education, government, consumers), and (6) digital trust 
technical infrastructure (zero trust architecture, IoT reputation). This theme grouping 
forms the basis for developing the Digital Trust Management (DTM) framework, which is 
described in the results and discussion sections. 

 
RESULTS AND DISCUSSION  

A thematic analysis of 33 synthesized articles yielded five key pillars of Digital 
Trust Management (DTM) that are interconnected in building organizational trust in the 
AI era. A summary of thematic mapping, key findings, and sources is presented in Table 
1, with further elaboration of each pillar outlined in the following subsections. 

Table 1. Mapping of Digital Trust Management Pillars and Key Literature Findings 

DTM Pillars Key Findings Reference Source 

Algorithmic 
Transparency & 
Explainable AI 
(XAI) 

XAI bridges the gap between model performance 
and user understanding needs; transparency 
serves as a bridge to trust, not just image. 

Ali et al. (2023); 
Kalasampath et al. 
(2025); Park & Yoon 
(2025) 

Governance & 
Regulatory 
Compliance 

AI ethics principles require concrete linkages to 
regulations; ESG integration strengthens 
organizational accountability and legitimacy. 

Rodriguez et al. 
(2023); Uzoamaka et 
al. (2025); Sklavos et 
al. (2024); Efunniyi et 
al. (2024) 

Human 
Dimension & 
Psychological 
Contract 

AI adoption changes workers' psychological 
contracts; explainability increases workers' 
acceptance of automation. 

Moin et al. (2024); 
Yang et al. (2025); 
Arslan et al. (2021) 

Sectoral 
Implementation 

Trust in AI is contextual, requiring different 
standards in the health, education, and 
government sectors. 

Khan et al. (2024); 
Zhang & Zhang 
(2023); Yiping et al. 
(2025); Bokhari et al. 
(2025) 

Digital Trust 
Technical 
Infrastructure 

Zero trust architecture and IoT reputation 
systems become technical mechanisms to 
continuously verify digital entities. 

Joshi (2025); Aaqib et 
al. (2023) 

 
The first pillar, algorithmic transparency and explainable AI (XAI), emerged as the 

most consistent determinants of building trust in AI systems. Ali et al. (2023) asserted 
that XAI plays a crucial role in bridging the gap between the high performance of AI 
models and the need for users to understand the basis for the system's decision-making. 
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Without adequate explanations, users tend to reject AI recommendations even if they are 
highly accurate, a phenomenon known as algorithm aversion. Kalasampath et al. (2025) 
extended these findings by mapping various XAI applications across industries, showing 
that effective XAI implementation requires tailoring the level of explanation depth to suit 
the technical background of the recipients, whether they are engineers, managers, or end-
users. Park and Yoon (2025) strengthened this argument by emphasizing that 
transparency is not simply the disclosure of technical information, but rather a 
continuous communication process that builds a bridge of trust between an organization 
and its stakeholders. 

The second pillar, governance and regulatory compliance, provides a structural 
framework that enables the consistent implementation of trustworthy AI principles. 
Rodríguez et al. (2023) demonstrate that without a clear link between AI ethical 
principles and concrete regulations, trust-building efforts risk stalling at the normative 
level. Uzoamaka, Amujiogu, and Blessing (2025) emphasize the importance of ethical 
oversight of agentic AI in business process management to balance machine autonomy 
with organizational accountability. In a broader corporate context, Efunniyi et al. (2024) 
and Sklavos et al. (2024) demonstrate that integrating ESG principles into AI governance 
strengthens organizational accountability, transparency, and legitimacy in the eyes of 
investors and regulators. These findings are consistent with the findings of Nastoska, 
Jancheska, Rizinski, and Trajanov (2025), who revealed that AI trust risk metrics vary 
widely across industries, necessitating adaptive governance frameworks while adhering 
to consistent core principles. 

The third pillar, the human dimension and psychological contract, highlights that 
digital trust is inseparable from the subjective experiences of workers and internal 
stakeholders. Moin, Behl, Zhang, and Shankar (2024) found that the integration of AI into 
organizational practices alters the psychological contract between workers and 
employers, where trust in AI correlates with workers' affective commitment to the 
organization. Yang, Lu, and Cooke (2025) deepened these findings by showing that 
explainable AI plays a significant role in workers' acceptance of automation, as workers 
who understand the logic of AI decisions tend to be more cooperative than those who 
perceive decisions are made unilaterally by the machine. Arslan, Cooper, Khan, Golgeci, 
and Ali (2021) added a human resource management (HRM) perspective, asserting that 
human-AI interactions at the team level require specific HRM strategies to manage 
concerns related to role replacement and career uncertainty resulting from automation. 

The fourth pillar, sectoral implementation, demonstrates that digital trust-
building strategies need to be tailored to the risk characteristics of each sector. In the 
healthcare sector, Khan et al. (2024), Zhang and Zhang (2023), and Goktas and 
Grzybowski (2025) consistently emphasize that trust in medical AI requires stricter 
security and ethical standards given the risks directly impacting patient safety. Eke and 
Shuib (2024) add that explainability in healthcare AI systems still faces significant 
technical and organizational challenges, necessitating cross-disciplinary collaboration 
between system developers and medical personnel. In the education sector, Yiping, Li, 
Hu, Liu, and Cheong (2025) and Zuo, Luo, Yan, and Jiang (2025) demonstrate that trust in 
AI in the learning context is strongly influenced by the digital literacy of teachers and the 
governance of educational institutions. Meanwhile, in the government sector, Bokhari, 
Park, and Manzoor (2025) found that AI-based digital government transformation is 
mediated by stakeholder trust and participation, meaning the success of government 
digital transformation is inseparable from the active involvement of civil society. 

The fifth pillar, the technical infrastructure of digital trust, emphasizes that trust 
is not merely perceptional but also rests on a verifiable technical architecture. Joshi 
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(2025) demonstrates that zero trust architecture is maturing as a cross-industry security 
standard, where every digital entity, whether human or machine, must be continuously 
verified before being granted access to organizational resources. Aaqib, Ali, Chen, and 
Nibouche (2023) complement these findings by emphasizing that reputation systems in 
IoT ecosystems are a critical technical mechanism for mitigating the risks of 
untrustworthy devices. Both studies illustrate that an effective DTM strategy requires 
investment in technical infrastructure, not just organizational policies or 
communications. 

This synthesis of cross-sector findings yields a comparison of digital trust 
challenges and strategies as presented in Table 2, which demonstrates that despite 
differing sectoral contexts, the five pillars of the DTM remain relevant as a cross-industry 
analytical framework. 

Table 2. Comparison of Digital Trust Challenges and Strategies Across Sectors 

Sector Main Challenges Digital Trust Strategy 

Health Patient safety risks; technical 
complexity of explainability in AI 
diagnostic systems. 

Cross-disciplinary collaboration, 
strict ethical standards, regular 
safety audits. 

Education Teachers' varying digital literacy; 
immature institutional governance. 

AI literacy training for teachers, 
clear AI usage policies at the 
institutional level. 

Government Low public legitimacy of service 
automation; citizen participation gap. 

Stakeholder involvement from 
the design stage, transparency of 
the decision-making process. 

Corporate & 
HR 

Worker concerns over role 
automation; potential erosion of the 
psychological contract. 

Proactive communication, 
employee engagement in digital 
transition, adaptive HRM policies. 

Consumer & 
IoT 

Data privacy concerns; varying 
reliability of digital devices. 

Device reputation system, 
transparent privacy policy, zero 
trust architecture. 

 
Findings from the sectoral implementation pillar also suggest that the success of 

a digital trust strategy depends heavily on the extent to which an organization engages 
external stakeholders in the design process of an AI system, rather than simply socializing 
the policy after the system is complete. Bokhari, Park, and Manzoor (2025) emphasize 
that stakeholder participation acts as a mediating variable between government digital 
transformation and public trust, meaning that early involvement provides stronger 
legitimacy than a top-down approach. A similar principle applies to the corporate context, 
where Akinrinola, Okoye, Ofodile, and Ugochukwu (2024) emphasize that transparency, 
fairness, and accountability strategies in AI development need to be designed in a 
participatory manner so that ethical dilemmas that arise in the field can be anticipated 
from the design stage, rather than being handled reactively after they generate public 
controversy. 

Based on the synthesis of these five pillars, this article formulates a cyclical and 
mutually reinforcing Digital Trust Management (DTM) framework. Algorithmic 
transparency provides the information basis for governance to formulate relevant 
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policies; effective governance creates formal structures that influence how workers 
interpret their psychological contract with the organization; high employee acceptance 
accelerates the success of sectoral implementation; while sectoral success, in turn, 
requires the support of reliable technical infrastructure to ensure system sustainability. 
These five pillars do not operate in a linear fashion, but rather form a continuous feedback 
loop, where failure in one pillar can erode trust in the others. 

These findings both reinforce and extend Hasija and Esper's (2022) argument that 
employee acceptance of AI is cumulative and vulnerable to erosion by repeated negative 
experiences. The implication is that organizations cannot rely on a single intervention, 
such as simply issuing an AI ethics policy, to build sustainable digital trust. An integrated 
managerial approach is needed, encompassing investments in technical transparency, 
strengthening governance, carefully managing the human dimension, adjusting sectoral 
strategies, and simultaneously strengthening digital security infrastructure. 

Compared with previous studies that tend to focus on a single dimension, such as 
the XAI technical study by Ali et al. (2023) or the health sectoral study by Khan et al. 
(2024), the DTM framework proposed in this article offers the added value of explicitly 
mapping the interrelationships between pillars. This added value is important because 
many organizations, including those in developing countries, still implement digital trust 
strategies in a fragmented and reactive manner, making them vulnerable to a crisis of 
trust when one of the pillars fails, for example, due to a data breach or an algorithmic 
decision deemed unfair by the public. 

Another important finding that enriches the DTM framework comes from a study 
of the disclosure of AI use. Schilke and Reimann (2025) revealed a paradox known as the 
transparency dilemma: when an organization explicitly discloses that a decision is 
assisted by AI, stakeholder trust can actually decline if the disclosure is not accompanied 
by adequate explanation of the boundaries of the AI and human roles in the process. This 
finding suggests that transparency is not always linearly positively correlated with trust, 
but rather requires careful communication design to prevent disclosure from raising new 
suspicions. This emphasizes that the algorithmic transparency pillar in the DTM 
framework needs to be implemented in conjunction with the human dimension pillar, 
particularly in designing the organization's communication narrative to employees and 
the public. 

This perspective is also relevant to the results of a bibliometric review by Soulami, 
Benchekroun, and Galiulina (2024), which revealed that the impact of AI adoption on 
employee well-being remains an area that receives less attention than operational 
efficiency. This study found that organizations that successfully maintain employee 
psychological well-being during the transition to AI-based automation tend to have 
higher levels of internal trust than those that solely pursue efficiency. Similarly, Rana, 
Pillai, Sivathanu, and Malik (2024) found that ethical considerations in the adoption of 
generative AI contribute significantly to organizational performance, indicating that 
investment in the ethical dimension is not merely symbolic compliance but a factor that 
contributes significantly to business sustainability. 

At the conceptual level, recent research on digital trust definitions also 
strengthens the framework proposed in this article. A systematic review of 86 sources of 
literature on digital trust definitions found that openness is an important additional 
factor that complements the classic integrative model of organizational trust, alongside 
the competence, integrity, and benevolence factors long recognized in the management 
literature. This finding is relevant to the proposed DTM framework, as openness can be 
seen as a common thread connecting the algorithmic transparency pillar with the 



 

60 
 

governance pillar, given that both require organizations to be willing to be examined and 
audited by external parties. 

Overall, this literature synthesis confirms that a strategy for building 
organizational trust in the AI era requires a balance between four practical elements: 
proportional information disclosure, compliance with applicable regulatory frameworks, 
active employee and stakeholder engagement in the digital transition process, and 
ongoing investment in independently verifiable security infrastructure. Organizations 
that emphasize only one element without considering the others risk what can be called 
fragile digital trust, a trust that appears strong under normal conditions but is easily 
destroyed when an incident or crisis challenges the integrity of the organization's AI 
systems. Therefore, the DTM framework proposed in this article is not intended as a static 
list of best practices, but rather as an analytical lens that helps organizations diagnose 
which pillars are weak and require priority intervention according to their industry 
context, level of digital maturity, and specific risks. 
  
CONCLUSIONS  

This article emphasizes that digital trust is a strategic asset that must be 
systematically managed by organizations adopting artificial intelligence. Based on a 
systematic literature review of 33 articles, this study formulates a Digital Trust 
Management (DTM) framework consisting of five interrelated pillars: algorithmic 
transparency and explainable AI, governance and regulatory compliance, the human 
dimension and psychological contract, contextual sectoral implementation, and digital 
trust technical infrastructure such as zero trust architecture and IoT reputation. These 
five pillars operate cyclically, where weaknesses in one pillar can erode trust built in 
others. Therefore, an effective digital trust strategy demands integrated interventions, 
not partial solutions. 

The novelty of this article lies in its cross-sector synthesis that integrates the 
technological, governance, and human dimensions into a single analytical framework 
applicable to a variety of organizational contexts, from corporations and healthcare to 
educational institutions and digital governments. This DTM framework complements 
previous studies that tend to examine trust in AI in a fragmented and sectoral manner, 
while also offering practical guidance for managers and policymakers in designing 
sustainable AI adoption strategies. 

Practically, organizations are advised not to treat algorithmic transparency as a 
mere symbolic policy, but rather to design proportional explanation mechanisms for each 
stakeholder group, strengthen governance through the integration of ESG principles and 
adaptive regulatory compliance, actively involve workers in the digital transition process 
to maintain psychological contracts, and invest in independently verifiable digital 
security infrastructure. This research has limitations because it is a conceptual literature 
review that has not been empirically tested in specific organizations. Therefore, future 
research is recommended to empirically test the DTM framework through case studies 
or quantitative surveys in various industrial sectors, including in the context of 
organizations in developing countries such as Indonesia, to validate the relevance and 
effectiveness of the five pillars in real practice.. 
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