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Abstract

The rapid development of digital technology has changed various aspects of life, including
education, making digital literacy an essential competency that students must have to face global
challenges. This study aims to explore education management strategies in improving digital
literacy in schools to prepare students for global challenges. This research uses a systematic
literature review method, which includes analyzing various studies and reports related to the
implementation of digital literacy in educational settings. The results show that effective digital
literacy policies, integration of technology in the curriculum and training for teachers can improve
students' ability to use technology productively and creatively. Recommendations generated from
this literature study include the importance of the role of teachers in supporting students' digital
literacy, the need for adequate technology facilities in schools, and collaboration between schools
and various external institutions to improve the quality of digital literacy. The implication of this
research is the importance of developing more targeted and technology-based education policies,
in order to answer the growing global challenges.
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Introduction

The rapid advancement of information technology, digital literacy is an inseparable
element of modern life, especially in the era of globalization and the industrial revolution 4.0
(Wahyudi & Kurniasih., 2021). Digital technology has changed the way humans communicate,
work and access information. Globalization accelerates the flow of information across
countries, which creates new opportunities and challenges (Ariya & Ismail., 2025). In this
context, digital literacy plays an important role to help individuals understand, access and utilize
technology wisely and effectively. Without adequate digital skills, people risk being
misinformed and facing threats to privacy and personal data security. The industrial revolution
4.0 brings a more profound transformation, with the presence of smart technologies such as
artificial intelligence (Al) and the Internet of Things (10T) penetrating various sectors, including
the world of work (Maulana et al., 2024). Jobs that were once done manually are now being
replaced by automation, while more complex digital skills are increasingly needed. Digital
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literacy is not only a matter of technical ability, but also the ability to think critically about the
information obtained and understand the impact of technology in everyday life (Cynthia &
Sihotang., 2023). With good digital literacy, individuals will be better prepared to face the
challenges of globalization and adapt to the changes that occur in society.

The global challenges faced by today's students are increasingly complex, along with
rapid technological developments, changes in the job market, and demands for 21st century
skills (Jaya et al., 2023). Evolving digital technologies provide greater access to information
and learning opportunities, but also create challenges such as dependence on digital devices and
the risk of exposure to inaccurate information (Amalia et al., 2025). Students are faced with the
demand to not only master technology, but also have the skills to filter and analyze information
critically, in order to utilize technology wisely and productively in everyday life. Changes in
the labor market are also an important factor affecting students' readiness for the future (Zakaria
et al., 2023). Existing jobs are undergoing automation, while many new sectors require
specialized skills, such as artificial intelligence, big data, and other creative skills. Therefore,
students are faced with the need to prepare themselves with skills relevant to future industrial
and occupational developments. The demands of 21st century skills, such as the ability to think
critically, collaboration, communication, and creativity, have become crucial to ensure that
students are not only technically prepared, but also able to compete in an increasingly complex
and connected world (Pare & Sihotang., 2023).

Digital literacy is a very important aspect in education. Digital literacy refers to the
ability to access, analyze, and use information obtained through digital technology effectively,
critically, and responsibly (Nugraha., 2022). This ability is not only needed by students to adapt
to changing times, but also by educators and education managers to create a learning
environment that is relevant to technological developments. Therefore, education must be able
to respond to this challenge by introducing digital literacy as a basic skill that must be possessed
by all elements of education (Farid., 2023).

Education management has a very strategic role in improving digital literacy in schools
and other educational institutions (Wahab., 2022). In this case, the role of education managers,
both at the central and regional levels, is decisive in formulating educational policies that
support the development of digital literacy. Through policies that favor technology, such as the
integration of technology in the curriculum, the provision of adequate infrastructure, and the
development of training programs for teachers, education management can encourage the
implementation of digital literacy as a whole (Mannan., 2025). The existence of appropriate
policies will create a strong foundation for the development of digital skills among students. In
addition to policies, education management is also responsible for ensuring that educators have
sufficient skills in using digital technology (Sholeh & Efendi., 2023). Continuous education
and training for teachers is key to enable them to effectively implement technology in the
learning process. Teachers who are skilled in using digital tools will be better able to teach
digital skills to students, as well as create more engaging and interactive learning experiences.
Thus, the quality of teaching will improve and students will find it easier to develop digital
literacy skills (Resti et al., 2024).

Technology integration in the curriculum is an equally important aspect in improving
digital literacy. Education management must ensure that every subject accommodates the use
of technology that supports the achievement of learning objectives. This includes not only the
use of hardware such as computers and the internet, but also software that can help students
process information, conduct research and produce creative work. A curriculum that supports
digital literacy will prepare students with relevant skills and be ready to face the challenges of
an increasingly digitally connected world (Lubis et al., 2023). Overall, education management
has a central role in facilitating the development of digital literacy in schools. By designing
supportive policies, providing training for teachers, and integrating technology in the
curriculum, education can prepare a generation that is not only skilled in using digital tools, but
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also able to think critically and responsibly in managing information obtained through
technology (Armini., 2024). Well-developed digital literacy will enable students to compete
globally in an increasingly digital and complex world.

In today's digital era, digital literacy has become a very important skill, considering that
almost all aspects of human life are now influenced by information technology (Suhartini et al.,
2024). Digital literacy is not only limited to the technical ability to use digital devices, but also
includes the ability to access, evaluate, analyze and utilize information from various digital
sources effectively, ethically and responsibly. In an increasingly internet-connected world,
digital literacy enables individuals to actively participate in digital society and face the
challenges and opportunities offered by technological advances. This makes digital literacy one
of the main skills that must be possessed by every individual, especially in the context of
education (Wahab., 2022).

The components of digital literacy include several important interrelated aspects, each
of which has a role in creating individuals who are not only technologically literate, but also
able to think critically and wisely in using technology (Masitoh., 2018). First, technical skills
that include mastery of digital devices, applications, and technological aids used in daily life
and in the world of work. The ability to evaluate information found in the digital world, so that
individuals can distinguish valid and relevant information from unreliable information. The
ability to communicate effectively on digital platforms, both in personal and professional
contexts, as well as the ability to cooperate and collaborate virtually. Skills to maintain the
privacy and security of personal data in cyberspace, given the many threats that can harm
individuals if personal data is not managed properly (Erikha & Hoesein., 2025).

The importance of digital literacy in education is increasingly clear, especially when we
look at how technology has changed the way learning is done (Meilinda et al., 2020). In an
educational world that is increasingly dependent on digital devices, such as computers, tablets
and the internet, digital literacy is a basic skill that students must master. Education that
integrates digital literacy not only gives students the ability to use digital tools, but also to use
them wisely and critically (Cynthia & Sihotang., 2023). Thus, education that develops digital
literacy can equip students with skills that are relevant to their future lives, both in the
professional and social worlds. In addition, through digital literacy, students can access various
sources of information and learn independently, which is increasingly necessary in an ever-
evolving world. On the other hand, the development of a job market that is increasingly
influenced by technology also requires an increase in digital literacy among students (Margasari
et al.,, 2020). Many jobs that used to rely on manual skills have now been replaced by
automation and technology-based systems. In addition, many new sectors are creating job
opportunities that prioritize digital skills, such as software development, data analysis and
artificial intelligence. Therefore, digital literacy is an important element in preparing students
to face an increasingly competitive and connected world of work (Ikhlas & Suyanto., 2024).
With good digital literacy skills, students will be better prepared to adapt to changes in the job
market and take advantage of existing opportunities, both at the local and global levels. Digital
literacy has a huge role in forming a society that is technologically literate and able to compete
in an increasingly digital world (Putranto., 2024).

Education management includes a series of activities designed to achieve optimal
educational goals, including planning, organizing, implementing, and evaluating in a school
environment (Sukma., 2024). The main task of education management in schools is to manage
the various components involved in the learning process, such as the curriculum, human
resources, and supporting facilities. Education managers must ensure that all aspects of
education run effectively to produce students who are competent and ready to face future
challenges (Suryadi et al., 2024). Therefore, education management plays an important role in
creating an environment that supports the quality of education, both in academic and non-
academic aspects. Education management has a very important role in facilitating the
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development of digital literacy in schools (Aifalesasunanda et al., 2024). Digital literacy, which
involves an individual's ability to use technology effectively and responsibly, has become an
essential skill in the digital age. Education managers in schools need to design policies that
integrate technology in learning and ensure adequate access to digital devices and the internet.
Training for teachers is also crucial so that they can teach digital literacy in an effective and
relevant way. Education management is responsible for creating infrastructure and supporting
teaching processes that enable students to develop their digital skills in both academic and daily
life contexts (Hadi., 2024).

The role of education management in developing digital literacy can also be seen in its
ability to manage changes and challenges arising from technological advances (Yuniarto &
Yudha., 2021). Education managers must have a clear vision of the application of technology
to improve the quality of learning. In addition, they need to develop strategies that support the
adaptation of technology by both teachers and students. Through careful planning, education
management can create a conducive environment for technology-based learning and ensure that
technology is used wisely in learning and teaching activities. The importance of integrating
digital literacy into education also requires good management from school management, both
in terms of providing facilities and relevant curriculum policies (Aprilianto & Rachmawati.,
2025). Programs that support digital literacy should include more than just the use of digital
devices, but also include teaching about how information in cyberspace can be accessed,
analyzed and used critically.

Effective education management ensures that digital literacy becomes an integral part
of education, enriching students' learning experiences and equipping them with relevant skills
in the modern world (Rahmadani., 2024). Through good management, education managers can
encourage collaboration between technology, teaching and curriculum and ensure that all
aspects of the school support the development of students' digital skills. Thus, education
management directly contributes to preparing students to face global challenges that are
increasingly influenced by technological developments (Febrineng., 2024).

The global challenges faced by future generations are increasingly complex, especially
with the rapid development of technology and dynamic changes in the job market (Hidayah et
al., 2024). 21st century skills have become an essential element that students must possess to
be able to compete and adapt in an ever-changing world. These skills include not only technical
aspects such as digital literacy, but also social skills, creativity and critical thinking. Students
need to master various competencies, such as the ability to work collaboratively, communicate
effectively, and manage information efficiently. In addition, an understanding of global issues,
the ability to innovate, and readiness to face social and environmental challenges are also
indispensable skills. Education must prepare students with relevant skills so that they can face
global challenges and play an active role in shaping a better future (Thana & Hanipah., 2023).
Education has a huge role in equipping students with the 21st century skills needed to face
global challenges (Zubaidah., 2019). As an institution responsible for shaping students'
character and abilities, education must adapt to the times. In this case, the curriculum taught in
schools must include skills that are relevant to the needs of the modern world, both in terms of
knowledge and practical skills. Education must teach students to become lifelong learners, who
not only master knowledge but are also able to think critically, innovate, and work in teams.
Therefore, this study aims to explore education management strategies in improving digital
literacy in schools to prepare students for global challenges.

Method

This research uses the literature review method to analyze effective education
management strategies in improving digital literacy in schools. This method was chosen
because it allowed the researcher to integrate findings from various relevant previous studies,
thus providing a comprehensive picture of approaches, challenges and best practices in digital
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literacy development. The research process began with the collection of literature related to the
topics of digital literacy, education management and preparing students for global challenges.
Literature sources were drawn from scientific journals, books, research reports and policy
documents published in the last 10 years to ensure the relevance and actuality of the data.
Databases used included Google Scholar, Scopus and other credible databases. The selected
literature was then analyzed using a narrative analysis approach. This process involved
identifying key themes, such as technology integration in the curriculum, teacher training in
educational technology mastery and the role of multi-stakeholder collaboration in supporting
digital literacy. In addition, a critical synthesis was conducted to identify the relationship
between the various strategies and their impact on improving students' digital literacy. Through
this method, the research aims to generate a comprehensive understanding of education
management strategies that can be applied in the school context.

Result and Discussion

The Importance of Digital Literacy in Education

A review of the literature shows that digital literacy encompasses more than just technical
skills in using digital devices. Digital literacy includes the ability to think critically, evaluate
information in depth and apply technology ethically to support daily activities (Sinha, 2024).
These competencies are particularly important in the digital age, where information is
abundantly available but not all of it is valid or relevant. Therefore, students need to be trained
to sort out credible information, understand its context, and apply it responsibly according to
academic and social needs. As a key competency, digital literacy helps students prepare for
global challenges characterized by rapid technological development (Abulibdeh, 2024). Rapid
technological changes require students to be able to adapt to various innovations, such as
artificial intelligence, big data and the Internet of Things (loT). In addition, digital literacy
provides a foundation for students to understand the knowledge-based economy, where the
ability to process information and utilize it into added value is needed. Thus, digital literacy is
the main pillar in building 21st century skills needed in the world of work and social life.

Students' digital literacy level includes the ability to manage information critically. This
means students need to be able to sort out relevant information, analyze it well and use it for
constructive purposes. While most students can easily access information, they often lack the
skills to evaluate the validity and accuracy of information found on the internet. This suggests
the need to teach students more in-depth critical skills, especially in an era where inaccurate or
misleading information can be easily spread (Nevira et al., 2024). Understanding digital ethics
is also an important part of digital literacy. In measuring digital literacy, students are expected
to not only master technology, but also understand how to use technology safely and
responsibly (Nevira et al., 2024).

In the context of education, digital literacy not only helps students access information but
also supports an active and innovative learning process (Sari, 2024). With digital literacy,
students can utilize various digital learning resources, such as e-learning platforms, learning
videos and interactive simulations (lvanytska, 2021). This allows students to learn
independently, explore materials according to their interests, and develop creativity in
completing tasks. In addition, technology-based learning encourages students to be more
actively involved in the learning process, thus improving understanding and motivation. Digital
literacy also encourages wider collaboration in education. Technology allows students to
interact with peers, teachers and even experts from different parts of the world through digital
platforms (Garlinska, 2023). In collaborative projects, students can learn to work together, share
ideas and integrate multiple perspectives to solve problems. This kind of collaboration not only
broadens students' horizons but also builds social and communication skills that are important
in professional and personal life.
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The ethical application of digital literacy in education is also a major concern. Students'
ability to use technology responsibly is essential to prevent misuse, such as plagiarism, the
spread of fake news, or privacy violations. With good digital literacy, students are taught to
respect intellectual property rights, understand the social impact of technology, and apply moral
values in the use of technology. Education that emphasizes ethical digital literacy plays a role
in shaping a generation that is socially responsible and capable of being wise users of
technology (Khairunisa, 2023). Digital iteration literacy is not only a tool to support the learning
process, but also a foundation for building a technologically literate society. With adequate
digital literacy, students are not only able to adapt to technological changes but also contribute
actively in building innovations that have a positive impact on society. Therefore, the
integration of digital literacy into the education system needs to be prioritized to produce a
generation that is competent, adaptive and ready to face global challenges in the future.

Technology Integration in the School Curriculum

One of the main strategies in improving the quality of education in the digital era is to
integrate technology into the curriculum (Valverde, 2021). This integration is not just about
adding technological devices to the classroom, but also involves redesigning the learning
process to make the most of technology. In research, some schools have successfully practiced
this integration through a project-based learning approach that utilizes digital platforms to
encourage student engagement. This method allows students to learn through hands-on
experience by utilizing technology to design, evaluate and present projects. The integration of
technology into the curriculum is proven to provide a range of significant benefits. One of the
main benefits is an increase in student motivation to learn (Thelma, 2024). By using technology,
students can access more engaging learning resources, such as interactive videos, digital
simulations and educational games. Technology also provides a more personalized and flexible
learning experience, where students can learn at their own pace and style. This helps to boost
students' self-confidence while encouraging their active participation in the learning process.

The use of technology in the curriculum helps to reinforce the understanding of the
concepts being taught (Kilag, 2023). For example, digital simulations in science subjects allow
students to understand complex phenomena through interactive visualizations. Technology also
supports data-driven learning, where students are encouraged to analyze information and draw
conclusions based on evidence. With this approach, students not only understand the theory but
are also able to apply their knowledge in real situations, thus improving the quality of learning
outcomes. Students' collaboration and communication skills also benefit from technology
integration. In project-based learning, students often work in teams to complete tasks that utilize
technological tools such as collaborative apps and cloud-based platforms. This process teaches
them to share responsibility, respect others' ideas, and convey their ideas effectively. These
abilities are highly relevant to the needs of the modern world of work, where cross-cultural and
cross-disciplinary collaboration and communication skills are a must. The success of
technology integration in the curriculum cannot be separated from the role of school
management. Support from management is needed to design a curriculum that is relevant to the
needs of the digital era. This includes training teachers in the use of technology, providing
adequate infrastructure, and adjusting learning methods to suit student characteristics. Without
this support, technology will only be an additional tool with no significant impact on the
learning process. Therefore, collaboration between teachers, school management and policy
makers is essential to ensure that technology integration is effective (Akram, 2022). Technology
integration in the school curriculum is an important step to prepare students for future
challenges. With the proper utilization of technology, students not only gain academic
knowledge but also relevant skills to adapt in the digital era. This effort requires careful
planning and commitment from all parties so that the benefits of technology can truly be felt in
the world of education.
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The Impact of Digital Literacy on Student Readiness

Research results reveal that digital literacy has a significant impact on students’ readiness
to face various global challenges (Mujtahid, 2021). Students who have good digital literacy
tend to be more adaptive to change, both in education, career and social life. With this ability,
they can access information independently, use technology to learn, and develop new skills
according to the needs of the digital era. Digital literacy provides the foundation for dealing
with an increasingly connected and technology-oriented world. In education, digital literacy
enables students to become independent learners. They are able to search, evaluate and utilize
information from various digital sources efficiently (Chen, 2022). This ability is highly relevant
to modern learning needs that often involve exploring materials online. With good digital
literacy, students can utilize e-learning platforms, video tutorials and educational apps to deepen
their understanding. This self-directed learning process not only enhances their knowledge but
also builds confidence in proactively completing tasks.

In the context of careers, digital literacy provides a competitive advantage for students.
Those who master technology have the ability to adapt quickly to the changing demands of the
world of work (Nurjanah, 2024). For example, skills in using collaboration software, analyzing
data or communicating through digital platforms are important assets in various professions.
Digital literacy also helps students understand the latest technological trends, such as artificial
intelligence and data analytics, which are increasingly at the core of modern industries. Thus,
digital literacy not only improves students' readiness to enter the workforce but also enables
them to become innovators in their fields. In addition, digital literacy strengthens critical
thinking and problem-solving skills. In the digital world, students are often exposed to diverse
information, which is not always valid or relevant. Digital literacy trains them to critically
analyze information, evaluate its sources and make decisions based on accurate facts (Audrin,
2022). These skills are essential to face challenges in the future workforce that often require
innovative and data-driven solutions. With strong critical thinking skills, students will not only
be passive users of technology but also individuals who are able to optimize technology to solve
problems.

Digital literacy supports students' engagement in social life in the digital era. With
mastery of technology, students can contribute to digital communities, such as participation in
discussion forums, social campaigns, or online-based collaborative activities (Resia, 2024).
They can also become agents of change who utilize technology to disseminate useful
information and build collective awareness of social issues. In this sense, digital literacy not
only enhances individuals' abilities but also strengthens their role in creating a more advanced
and inclusive society. Digital literacy plays an important role in preparing students to face
global challenges in various aspects of life. With adequate digital literacy, students are not only
able to adapt to a dynamic environment but also become innovative, critical and ready to
contribute in building a better future. Therefore, digital literacy should be prioritized in the
education system to produce a competent and highly competitive generation in the digital era.

Effective Education Management Strategies

Education management has a central role in developing digital literacy in the school
environment. Educational management strategies implemented by schools are very influential
in creating an effective learning environment (Suryadi et al., 2024). One of the main strategies
is adjusting the curriculum that is relevant to the times. The curriculum must be able to
accommodate 21st century skills, such as digital literacy, problem solving and creativity.
Therefore, identification of the implemented curriculum is necessary to ensure that the learning
provided is in line with the evolving needs of students and the world of work. Evaluation of the
curriculum is useful to find out whether the material taught is able to equip students with the
skills needed in the future (Nur & Insani.,, 2024). Adequate budget allocation for the
procurement of digital facilities is also an important strategy in supporting digital literacy.
Procuring hardware such as computers, tablets and projectors, as well as fast and stable internet
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access, are the first steps that should be prioritized. In addition, investment in interactive and
relevant educational software can also help create a more engaging and effective learning
experience for students. Proper budget allocation shows the school management's commitment
to improving the quality of learning through technology.

Another important aspect of education management strategy is human resource
management, especially teacher professional development. Schools must ensure that teachers
have skills that match the changing needs of education. Continuous training programs and
upskilling in the use of educational technology are necessary to support more effective learning.
Evaluation of teacher training can help determine whether the program is successful in
improving teaching quality and supporting students' competency development (Fitri & Dilla.,
2024). With a good evaluation, schools can determine the right training program for the needs
of teachers and students. Improving teacher competencies in a structured and sustainable
manner allows teachers to transform into effective learning facilitators, as well as mentors who
are able to guide students in developing digital literacy optimally. Teachers who are skilled in
utilizing educational technology can create learning experiences that are innovative, adaptive
and relevant to the needs of students in the digital era (Manca, 2021). In addition, the training
also equips teachers with the ability to face challenges, such as the technology gap, low student
engagement, and resistance to change in the educational environment. Thus, developing teacher
competencies not only has an impact on improving the quality of learning in the classroom, but
also on strengthening students' readiness to face future global challenges.

Another important strategy in improving digital literacy in schools is the implementation
of continuous evaluation of the digital literacy program. This evaluation serves as a tool to
assess the extent to which technology integration has successfully had a positive impact on the
learning process and student learning outcomes (Purba, 2024). Through this process, school
management can obtain a comprehensive picture of the effectiveness of the program, both in
terms of implementation and results achieved. Evaluation is also a means to identify potential
strengths that can continue to be developed and weaknesses that require immediate
improvement, so that the digital literacy program can be adjusted to the existing needs and
challenges. Systematic and data-driven evaluation is key in supporting strategic decision-
making. Using both quantitative and qualitative data, school management can monitor the
success of the program from various aspects, such as the level of student engagement, digital
competencies achieved and the relevance of technology use in learning. In addition, the
evaluation also helps identify emerging barriers, such as gaps in technology access or lack of
optimal utilization of digital tools. The results of this evaluation allow schools to develop more
targeted corrective measures, so that digital literacy can be continuously improved in
accordance with the dynamics of global education needs.

Schools that have a clear vision of digital literacy tend to be more successful in
implementing related programs (Dewi, 2023). This vision should reflect a commitment to the
development of 21st century skills and readiness for the digital age. With a strong vision, school
management can inspire the entire education community, including students, teachers and
parents, to collaborate in creating a technology-based learning ecosystem. This collaboration
strengthens joint efforts in building sustainable digital literacy. Overall, effective education
management strategies are key to improving digital literacy in schools. By crafting supportive
policies, allocating the right budget, training teachers, evaluating programs on an ongoing basis
and putting forward a clear vision, schools can create a supportive environment for digital
literacy development. This strategy not only helps students to master technology but also
prepares them to be competent and adaptive individuals in the digital era

Conclusion
Digital literacy, education management strategies and student readiness have a very
close relationship and support each other in preparing students to face increasingly complex
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global challenges. Digital literacy, as one of the core skills of the 21st century, is an important
foundation for students to access, analyze and disseminate information in a world dominated
by technology. Curriculum implementation that integrates digital literacy and the development
of other skills such as creativity and problem-solving will help students adjust to technological
changes and the dynamics of the evolving job market. On the other hand, the education
management strategies implemented in schools determine the success in creating a learning
environment that supports the development of these skills. Adaptive curriculum management,
continuous teacher training and adequate educational facilities play a key role in creating
effective and innovative learning processes. Evaluation of education management strategies
allows schools to continuously optimize efforts in preparing students for global challenges.
Therefore, success in improving students' readiness to compete in a globalized world relies
heavily on effective collaboration between digital literacy, responsive education management
and continuous competency development. Students equipped with 21st century skills,
supported by skilled teachers and adequate facilities, will be better able to adapt and succeed in
the face of rapid changes in the global society.
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