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ABSTRACT

The digital era has driven significant changes in various economic sectors, including in the development of
Islamic economics. This study aims to examine the opportunities and challenges of Islamic economic
transformation in the context of digitalization using the Systematic Literature Review (SLR) method. Data were
obtained from selected academic literature published between 2019 and 2024, which were then analyzed using
thematic coding techniques. The results of the study indicate that digitalization offers great opportunities to
increase Islamic financial inclusion, expand market reach, and introduce innovations such as Islamic fintech,
blockchain, and wagf-based crowdfunding. However, a number of challenges have emerged, such as regulatory
uncertainty, low Islamic digital financial literacy, and cybersecurity risks. This study concludes that the success
of Islamic economic transformation in the digital era is highly dependent on the synergy between adaptive
regulations, technological innovations that are in accordance with Islamic principles, and increasing digital
literacy among Muslim communities. These findings are expected to be the basis for developing strategies to
strengthen the Islamic economy in facing the dynamics of the digital-based global economy.
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INTRODUCTION

The development of digital technology has brought significant changes in various
sectors, including in Islamic economic practices (Ali, 2021). This digital transformation
includes the use of sharia-based financial technology, transaction digitalization, and the
development of halal investment platforms (Hassan et al., 2022). In this context, the Islamic
economy is faced with new dynamics that require adaptation in order to remain relevant in the
digital era (Nurhayati, 2020). The opportunities offered by the digital era for the Islamic
economy are quite large, including through increasing market access, transaction efficiency,
and sharia financial inclusion (Ismail & Latiff, 2021). Sharia fintech, waqf-based
crowdfunding, and halal marketplaces are innovations that have emerged in response to the
needs of modern Muslim society (Rahman, 2021). However, this transformation is not without
challenges, especially related to regulatory aspects, the validity of sharia transactions, and data
security issues (Ahmad & Kamarudin, 2020). The lack of global standards on the digitalization
of Islamic finance is also a problem in creating a sustainable ecosystem (Zainudin et al., 2022).
Legal uncertainty and differences in interpretation of sharia principles in various countries add
complexity to the implementation of a digital-based Islamic economy (Khan, 2023). For
example, the interpretation of riba, gharar, and maisir in digital contracts often causes debate
(Mohamed et al., 2020). In addition, the adoption of technology among Islamic financial
institutions is still slow compared to conventional institutions (Huda, 2022). This obstacle is
caused by the lack of investment in technological infrastructure and human resources who
understand both sharia and technology (Basri, 2021).
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The digital divide between regions, especially in developing countries with a Muslim
majority, also poses a challenge in expanding access to digital-based Islamic financial services
(Farooq & Zaheer, 2020). Without equal digital infrastructure, the transformation of the Islamic
economy has the potential to create new exclusions. On the other hand, the community's
Islamic financial literacy is also an important factor in determining the success of the
digitalization of the Islamic economy (Yusof et al., 2021). Lack of education about digital
Islamic financial products has led to low adoption rates (Salleh & Zakaria, 2022). In the context
of globalization, competition between digital Islamic financial products and conventional
digital-based financial products is also getting tighter (Munir, 2020). Islamic products must be
able to compete in terms of innovation, cost, and ease of service in order to win consumer trust.
Therefore, it is important to understand how these opportunities and challenges can be managed
effectively so that the Islamic economy not only survives but also thrives in an increasingly
competitive digital era (Hakim et al., 2022). The Industrial Revolution 4.0 era introduced the
concepts of automation, big data, blockchain, and artificial intelligence that have the potential
to revolutionize the way economic transactions are carried out, including in the Islamic
economic system (Hassan et al., 2022). The development of digital technology has become a
major driving force in the transformation of various aspects of life, including the economic
sector. This phenomenon does not only occur in the conventional economic system, but has
also begun to penetrate into sharia-based economic practices. Islamic economics as an
economic system based on sharia principles faces major challenges to remain relevant and
competitive amidst the wave of global digitalization (Ali, 2021). Digitalization opens up great
opportunities to expand sharia financial inclusion, introduce innovative financial products, and
expand market reach to previously unreached segments (Ismail & Latiff, 2021). Innovations
such as sharia fintech, halal blockchain, sharia digital banking, and waqf and zakat-based
crowdfunding platforms are concrete manifestations of the adaptation of Islamic economics to
changing times (Rahman, 2021). Ease of access to financial services through mobile
applications, speed of transactions, and lower operational costs are competitive advantages
offered by digital technology to the Islamic economy. In several countries, regulations related
to Islamic fintech and Islamic-based digital products are still partial and have not adopted an
integrated approach (Zainudin et al., 2022). The emergence of Islamic fintech platforms such
as Islamic peer-to-peer lending, waqf crowdfunding, and halal digital wallets shows how
technology can be an effective instrument in supporting the growth of the Islamic economy
(Rahman, 2021). In addition, The use of blockchain technology in Islamic economics, although
promising transparency and efficiency, still raises questions about how figh principles can be
adapted in smart contracts and transactions without intermediaries (Khan, 2023). There is a
need for an in-depth study of contemporary figh to bridge traditional principles with modern
technology.

The transformation of Islamic economics in the digital era is also closely related to the
digital literacy of the people. Unfortunately, the level of digital literacy and Islamic financial
literacy in many Muslim countries is still relatively low, thus creating the risk of using
technology in a way that is not in accordance with Islamic principles (Salleh & Zakaria, 2022).
Massive education and counseling are an absolute necessity so that Muslims can become active
players in the Islamic digital economy, not just passive consumers. In addition to the financial
aspect, digitalization also expands the scope of the halal industry through online marketplaces,
blockchain-based halal certification platforms, and digital halal tourism (Ahmad & Kamarudin,
2020). This creates a broader Islamic economic ecosystem, connecting producers, consumers,
and regulators at the global level more efficiently. However, with the increasing complexity of
the digital ecosystem, ethical challenges also arise. A business orientation that focuses too
much on profit can shift the main objectives of the Islamic economy which emphasize social
justice, redistribution of wealth, and general welfare (Ali, 2021). Therefore, it is important to
integrate Islamic ethical values into every technological innovation. Along with globalization,
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the transformation of the digital Islamic economy also faces geopolitical challenges, including
dependence on foreign technology and international regulations that are not always friendly to
sharia principles (Basri, 2021). Strengthening the digital sovereignty of Muslim countries is
important to ensure that Islamic values are maintained in an era of global technological
dominance.

METHOD

This study uses the Systematic Literature Review (SLR) method to examine the
transformation of Islamic economics in the digital era. The SLR method was chosen because
it allows systematic data collection and analysis from various trusted sources, thus providing a
comprehensive picture of the topic being studied (Snyder, 2019). The SLR procedure is carried
out in several stages, namely identification, screening, eligibility, and inclusion of literature.
The databases used include Scopus, Web of Science, and Google Scholar with a publication
period of 2019-2024 (Moher et al., 2015). Inclusion criteria include journal articles,
proceedings, and academic books that discuss Islamic economics, digital transformation, sharia
fintech, and sharia-based technological innovation. Exclusion criteria are sources that have not
gone through the peer-review process and articles that are not relevant in terms of content. Data
analysis was carried out using thematic coding techniques to identify patterns of opportunities
and challenges that emerge from the literature that has been reviewed (Kitchenham, 2004).

RESULTS AND DISCUSSION

Islamic economic transformation in the digital era shows a very dynamic tendency. One
of the main results of the literature analysis is the discovery of exponential growth in the Islamic
fintech sector in various Muslim countries, especially in Southeast Asia and the Middle East
(Rahman, 2021). The results of the study show that digitalization offers great opportunities in
expanding Islamic financial inclusion (Rahman & Azmi, 2021). Islamic fintech enables micro-
financing for small businesses that previously had difficulty accessing conventional banking
(Wahid & Darus, 2020). The use of blockchain for Islamic contracts, such as smart contracts
in murabahah and ijarah, is considered to increase transparency and trust in transactions (Ali,
2022). This technology also has the potential to minimize the risk of gharar (uncertainty) which
is prohibited in Islam (Haron & Hamzah, 2021). In addition, Islamic crowdfunding platforms
have grown rapidly, opening up opportunities for financing social and business projects based
on the principles of waqf and zakat (Ismail, 2023). This phenomenon strengthens the spirit of
the sharing economy in Islam (Yunus et al., 2022). However, major challenges also arise from
the side of sharia compliance in financial technology innovation (Zainudin, 2020). Many sharia
fintech startups have not fully met the standards of the National Sharia Council (Alam et al.,
2021). Cybersecurity issues are a major concern, considering that digital financial transactions
are vulnerable to data attacks (Kassim, 2021). This has the potential to damage public trust in
digital Islamic financial products (Hamdan & Ahmad, 2020). Digital transformation also has
an impact on the business models of Islamic financial institutions. Many Islamic banks are now
developing mobile banking and e-wallet services based on halal principles to compete with
non-sharia fintech (Munir, 2020). The digital era has revolutionized almost all aspects of life,
including the Islamic economy. Digital technology not only accelerates economic transactions
but also changes the business models, consumption patterns, and governance of Islamic
financial institutions (Ismail & Latiff, 2021). In addition to the financial sector, the digital era
also drives innovation in collecting Islamic social funds. The sharia crowdfunding platform has
become a new medium for collecting wagf, zakat, infag, and sadagah funds more quickly and
widely (Faroog & Zaheer, 2020). Digital transformation also brings ethical and social
challenges. One of them is how to ensure that the magashid sharia principle remains the
foundation of digital economic innovation. The digital era, which is full of speed and volume
of transactions, can lead to neglect of the values of justice, balance, and welfare (Ali, 2021).
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The role of the state and sharia financial institutions in strengthening halal digital infrastructure
is becoming increasingly important. Countries with large Muslim populations need to develop
a sharia digital ecosystem that includes regulations, halal certification, support for sharia
startups,to sharia consumer protection policies (Zainudin et al., 2022). The digital era demands
innovation in Islamic economic education. The educational curriculum must include aspects of
digitalization, blockchain technology, artificial intelligence, as well as critical thinking about
the use of technology from a sharia perspective (Yusof & Shafii, 2021). The digital era also
accelerates the growth of halal tourism with integrated online services. Muslim tourists can
easily search for information about Muslim-friendly destinations, halal facilities, and sharia-
based travel packages through digital applications (Zainudin, Kassim, & Majid, 2022).

At the global level, the lack of international standardization for Islamic fintech has led
to market fragmentation (Khan & Bhatti, 2022). Each country tends to develop its own
regulations, which sometimes conflict with each other (Ahmed & Haron, 2021). Digital
financial literacy among Muslims is also still low (Zulfigar et al., 2022). Many consumers do
not understand the difference between Islamic and conventional digital-based financial
products (Salleh & Hasan, 2021). The weak technological infrastructure in developing
countries is a major obstacle to the implementation of a digital Islamic economy (Fauzi, 2020).
This deepens the economic gap between regions (Latif et al., 2023). Research has also found
that the adoption of Al-based technology in Islamic finance is increasing, such as the use of
halal chatbots for financial consultations (Ibrahim & Khalid, 2022). This technology increases
efficiency and expands the reach of services. digitalization also introduces new risks such as
cybersecurity threats and data theft. Many Islamic fintech platforms in developing countries do
not yet have strong digital security systems, making them vulnerable to hacking and data
breaches (Huda, 2022). Globally, there is a push to build international standards for Islamic
digital financial services. This effort is led by institutions such as AAOIFI and IFSB, which
are developing Sharia-compliant guidelines for technology-based products (Hakim et al.,
2022). This standardization is important to increase consumer confidence and facilitate cross-
border transactions. In addition, digitalization supports the growth of a sharia-based creative
economy, such as Islamic art, modest fashion design, Islamic films, and digital da'wah content.
This creative economy based on Islamic values is a new sector that contributes to economic
growth while strengthening Muslim cultural identity (Ali, 2021).

However, the use of Al must be careful because its algorithms can contain biases that are
contrary to the principles of justice in Islam (Othman et al., 2022). Therefore, a sharia-based
algorithm audit is needed (Rahim & Rahman, 2021). Several studies also show the potential
for using metaverse for sharia financial education and sharia-based economic transactions
(Kamil & Yusof, 2022). Although potential, the challenges of fatwas on virtual transactions
need to be anticipated. Collaboration between sharia financial institutions and technology
companies is considered to be the key to the success of Islamic economic transformation in the
digital era (Hassan & Musa, 2022). Hybrid models such as Al-based sharia digital banks have
begun to emerge in several countries. Regulatory support, increasing sharia digital literacy, and
continuous innovation are three main factors to ensure that the transformation of the Islamic
economy in the digital era takes place optimally (Karim & Nasir, 2023). In a literature review,
it was also found that the emergence of a digital-based halal marketplace platform has
expanded the Islamic economic ecosystem in the trade, lifestyle, and tourism sectors (Ahmad
& Kamarudin, 2020). Consumers can now easily find halal products from various parts of the
world through sharia e-commerce. However, the challenge of validating product halalness on
digital platforms is still a problem. The lack of a real-time halal verification mechanism can
damage consumer trust (Mohamed et al., 2020). Therefore, the integration of blockchain-based
halal certification has begun to be widely developed. From an ethical perspective, concerns
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have also arisen about the potential for excessive commercialization in digital sharia platforms,
which risks obscuring Islamic socio-economic goals such as justice and welfare (Ali, 2021).
Some platforms focus more on profitability than promoting sharia social values. The literature
also shows that collaboration between sharia technology startups and conventional financial
institutions creates a hybrid model that can accelerate market penetration, although it
sometimes creates a sharia compliance dilemma (Hassan et al., 2022). such as economic
sanctions or strict regulations in certain countries, also affect the development of the digital
Islamic economy. Domestic technological readiness is a crucial factor in reducing dependence
on foreign platforms that are not always in line with sharia values (Basri, 2021). Innovations
in the form of wagf crowdfunding and digital sukuk offer major breakthroughs in sharia-based
financing. These platforms enable individuals to contribute to productive wagf projects or
sukuk investments with small amounts, thereby expanding the basis for social and economic
participation of the community (Faroogq & Zaheer, 2020). International standardization efforts
have begun to be encouraged to strengthen the digital sharia financial ecosystem. Institutions
such as AAOIFI and IFSB have developed sharia guidelines for digital financial technology,to
ensure uniformity of principles and increase global market confidence in digital Islamic
financial products (Hakim et al., 2022). In addition to the financial sector, digitalization has
also changed the halal trade and lifestyle ecosystem. The emergence of Islamic e-commerce
platforms and halal marketplaces allows Muslim consumers to access halal products from all
over the world easily and safely (Ahmad & Kamarudin, 2020). However, the issue of validation
and verification of product halalness on digital platforms is still a challenge. Not all platforms
have a trusted technology-based halal certification system, thus opening up the risk of
consumers getting products that are not truly halal (Mohamed et al., 2020). The literature also
shows that strategic collaboration between Islamic fintech startups and conventional financial
institutions accelerates technology adoption, but creates a dilemma of sharia compliance if not
closely monitored (Hassan et al., 2022). Independent sharia audits are key to maintaining
product integrity in this ecosystem. In the context of Islamic microfinance practices,
digitalization makes it easier to distribute small financing to micro-enterprises based on sharia
contracts. Sharia mobile banking technology accelerates financing disbursement while
facilitating monitoring of fund utilization (Munir, 2020). In addition to opportunities, the digital
era also opens up new risks such as cybercrime, data theft, and misuse of funds. Therefore,
sharia consumer protection on digital platforms must be a top priority through strengthening
cybersecurity based on the principles of transparency and justice (Huda, 2022). Ultimately, the
transformation of the Islamic economy in the digital era requires cross-sector collaboration:
academics, regulators, business practitioners, and civil society. All parties must work together
to ensure that the growth of the digital economy is in line with the values of magashid sharia
(Aziz & Nor, 2020). Opportunities in the digital era are not only limited to the financial sector,
but also touch the Islamic education sector. Sharia-based e-learning platforms are now growing
rapidly, offering religious education, sharia finance, and halal literacy to the wider community
without geographical limitations (Yusof & Shafii, 2021).2020). The literature also shows that
strategic collaboration between Islamic fintech startups and conventional financial institutions
accelerates technology adoption, but creates a dilemma of sharia compliance if not closely
monitored (Hassan et al., 2022). Independent sharia audits are key to maintaining product
integrity in this ecosystem. In the context of Islamic microfinance practices, digitalization
provides convenience in the distribution of small financing for micro-enterprises based on
sharia contracts. Islamic mobile banking technology accelerates the disbursement of financing
while facilitating monitoring of fund utilization (Munir, 2020). In addition to opportunities, the
digital era also opens up new risks such as cybercrime, data theft, and misuse of funds.
Therefore, the protection of Islamic consumers on digital platforms must be a top priority by
strengthening cybersecurity based on the principles of transparency and justice (Huda, 2022).
Ultimately, the transformation of the Islamic economy in the digital era requires cross-sector
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collaboration: academics, regulators, business practitioners, and civil society. All parties must
work together to ensure that the growth of the digital economy is in line with the values of
magashid sharia (Aziz & Nor, 2020). Opportunities in the digital era are not only limited to the
financial sector, but also touch the Islamic education sector. Sharia-based e-learning platforms
are now growing rapidly, offering religious education, sharia finance, and halal literacy to the
wider community without geographical limitations (Yusof & Shafii, 2021).2020). The
literature also shows that strategic collaboration between Islamic fintech startups and
conventional financial institutions accelerates technology adoption, but creates a dilemma of
sharia compliance if not closely monitored (Hassan et al., 2022). Independent sharia audits are
key to maintaining product integrity in this ecosystem. In the context of Islamic microfinance
practices, digitalization provides convenience in the distribution of small financing for micro-
enterprises based on sharia contracts. Islamic mobile banking technology accelerates the
disbursement of financing while facilitating monitoring of fund utilization (Munir, 2020). In
addition to opportunities, the digital era also opens up new risks such as cybercrime, data theft,
and misuse of funds. Therefore, the protection of Islamic consumers on digital platforms must
be a top priority by strengthening cybersecurity based on the principles of transparency and
justice (Huda, 2022). Ultimately, the transformation of the Islamic economy in the digital era
requires cross-sector collaboration: academics, regulators, business practitioners, and civil
society. All parties must work together to ensure that the growth of the digital economy is in
line with the values of magashid sharia (Aziz & Nor, 2020). Opportunities in the digital era are
not only limited to the financial sector, but also touch the Islamic education sector. Sharia-
based e-learning platforms are now growing rapidly, offering religious education, sharia
finance, and halal literacy to the wider community without geographical limitations (Yusof &
Shafii, 2021).sharia finance, and halal literacy to the wider community without geographical
limitations (Yusof & Shafii, 2021).sharia finance, and halal literacy to the wider community
without geographical limitations (Yusof & Shafii, 2021).

Finally, geopolitical challenges and dependence on foreign digital infrastructure add layers of
vulnerability to the digital transformation of the Islamic economy. Technological independence
IS a strategic necessity to maintain economic sovereignty and ensure sharia compliance
throughout the digital value chain (Basri, 2021). Overall, the analysis results show that
digitalization offers great opportunities to accelerate the growth of the Islamic economy
globally. However, this transformation must be managed carefully by paying attention to
aspects of regulation, literacy, cybersecurity, ethics, and technological independence so that
the fundamental values of the Islamic economy are maintained. The use of blockchain
technology in Islamic finance is a very potential innovation. Blockchain allows for transparent,
immutable, and auditable transaction recording by all related parties, thus complying with the
principle of transparency in sharia (Khan, 2023). Digitalization has changed the global business
landscape by introducing efficiency, speed, and wider market reach, which also has major
implications for the growth of sharia-based economic sectors (Hassan, Paltrinieri, & Dreassi,
2022). One of the main opportunities is easy access to sharia financial services through fintech
platforms. Sharia fintech allows individuals, including those in remote areas, to access
financing products without having to go through conventional institutional intermediaries
which sometimes impose high fees (Ismail & Latiff, 2021). The waqf sector has also received
revitalization thanks to digital technology. Digital wagf or online wagf eliminates geographical
and bureaucratic boundaries, so that Muslims throughout the world can easily participate in
productive wagf projects (Munir, 2020).

CONCLUSION

Based on the results of this study, it can be concluded that the transformation of Islamic
economics in the digital era brings great opportunities to expand financial inclusion, increase
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transaction efficiency, and introduce new sharia-based financial product innovations. However,
this opportunity must be accompanied by strengthening regulatory aspects, digital financial
literacy, and the development of sharia-based technological infrastructure to overcome existing
challenges. This study emphasizes the importance of a collaborative approach between the
government, the Islamic financial industry, academics, and the global Muslim community in
managing the dynamics of this transformation. With joint efforts, Islamic economics can
become a major force in the digital-based global economy in the future.
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