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	Abstract: The development of information technology has encouraged the rapid growth of e-commerce transactions in international trade which makes it easier for business actors and consumers to conduct cross-border transactions. On the other hand, these developments also raise various legal problems, especially related to consumer protection due to differences in legal systems, jurisdictions, and dispute resolution mechanisms between countries. This study aims to analyze the form of legal protection for consumers in international trade e-commerce transactions and their dispute resolution mechanisms from the perspective of International Civil Law. This research uses normative legal research methods with a legislative approach and a conceptual approach. The legal materials used consist of primary, secondary, and tertiary legal materials that are analyzed qualitatively. The results of the study show that consumer protection in international e-commerce transactions is not only based on national law, but also requires the application of the principles of International Civil Law, such as choice of law, choice of forum, and recognition of foreign judgments. Dispute resolution can be done through litigation or non-litigation, especially international arbitration which is considered more effective in resolving transnational trade disputes. Therefore, it is necessary to harmonize regulations, cooperate between countries, and strengthen the consumer protection system in order to create legal certainty and effective protection in international trade e-commerce transactions.
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INTRODUCTION
The development of information and communication technology has encouraged transformation in various aspects of life, including in the field of international trade. The use of the internet as a means of transaction has given birth to an electronic commerce system (electronic commerce or e-commerce) that allows business actors and consumers to make transactions without being limited by space and time. This convenience has a positive impact on global economic growth because it is able to expand market access, increase transaction efficiency, and facilitate the distribution of goods and services between countries. However, behind these benefits, e-commerce transactions also raise various legal issues, especially related to the protection of consumers who conduct cross-border transactions.[footnoteRef:1] [1:  Ahmadi Miru & Sutarman Yodo, Consumer Protection Law (Jakarta: RajaGrafindo Persada, 2015), pp. 1–5.] 

The characteristics of international e-commerce transactions are different from conventional transactions because the parties do not meet in person. The entire transaction process, from offering, ordering, payment, to shipping goods is carried out through electronic media. This condition causes the position of consumers to be more vulnerable to various forms of rights violations, such as fraud, goods that do not meet specifications, delivery delays, misuse of personal data, and difficulty obtaining compensation if business actors are in another country. Differences in legal systems, jurisdictions, and law enforcement mechanisms between countries further complicate efforts to protect consumers in international trade transactions.[footnoteRef:2] [2:  Law Number 8 of 1999 concerning Consumer Protection; Law Number 1 of 2024 concerning the Second Amendment to Law Number 11 of 2008 concerning Information and Electronic Transactions.] 

In Indonesia, consumer protection is regulated in Law Number 8 of 1999 concerning Consumer Protection, while electronic transactions are regulated in Law Number 11 of 2008 concerning Information and Electronic Transactions as last amended by Law Number 1 of 2024. However, the two regulations basically regulate legal relations more at the national level. In e-commerce transactions involving foreign elements, problem resolution does not only depend on national law, but also requires the application of the principles of International Civil Law, such as the determination of the applicable law (choice of law), the determination of the dispute resolution forum (choice of forum), and the recognition of foreign judgments.[footnoteRef:3] [3:  Sudargo Gautama, Indonesian International Civil Law, Volume I (Bandung: Alumni, 2002), pp. 15–18.] 

International Civil Law has an important role in providing legal certainty for private legal relationships that contain foreign elements. In international e-commerce transactions, the existence of International Civil Law is the basis for determining the jurisdiction of the courts, the laws applicable to electronic contracts, and dispute resolution mechanisms that provide balanced protection for business actors and consumers. Thus, the success of consumer protection is not only determined by the existence of national regulations, but also influenced by the harmonization of laws between countries and international cooperation in the field of electronic commerce.[footnoteRef:4] [4:  Hikmahanto Juwana, International Law in Indonesian Perspective (Jakarta: Yayasan Obor Indonesia, 2010), pp. 214–220] 

Based on this description, this study aims to analyze the form of legal protection for consumers in international trade e-commerce transactions from the perspective of International Civil Law. In addition, this study also examines the dispute resolution mechanism that can be taken by consumers in the event of a violation of rights in cross-border transactions, so that it is expected to contribute to the development of the law, especially in dealing with the development of digital trade in the era of globalization.[footnoteRef:5] [5:  Peter Mahmud Marzuki, Legal Research (Jakarta: Kencana, 2021), pp. 87–90.] 


METHODOLOGY
This research uses normative legal research methods with a statutory approach, a conceptual approach, and a comparative approach. The legal materials used consist of primary legal materials in the form of national laws and regulations as well as relevant international legal instruments, secondary legal materials in the form of books, scientific journals, and previous research results, and tertiary legal materials that support the research, such as legal dictionaries and encyclopedias. The collection of legal materials is carried out through library research, then analyzed qualitatively using deductive analysis techniques to draw conclusions regarding consumer protection in international trade e-commerce transactions reviewed from the perspective of International Civil Law.

RESULTS AND DISCUSSION
A. Consumer Legal Protection in International Trade E-Commerce Transactions International Civil Law Perspective

The development of information technology has brought about very significant changes to international trade patterns. The presence of the internet allows buying and selling transactions to be carried out regardless of the country's territorial boundaries, so that business actors and consumers can conduct legal relations electronically even though they are in different jurisdictions. This phenomenon is known as electronic commerce (e-commerce) transactions which are one of the forms of modern international trade. The convenience offered by e-commerce not only increases transaction efficiency, but also raises various legal issues, especially related to the protection of consumers who conduct cross-border transactions.

From the perspective of International Civil Law (HPI), international e-commerce transactions are civil law relationships that contain foreign elements. These foreign elements can be in the form of the nationality of different parties, the place of execution of the contract located in another country, the location of the service provider's server, or the object of the transaction sent across national borders. The existence of these foreign elements causes the resolution of disputes not only to refer to the national law of a country, but also to pay attention to the rules of International Civil Law regarding the determination of applicable law (choice of law) and the determination of the authorized forum (choice of forum).[footnoteRef:6] [6:  Sudargo Gautama, Indonesian International Civil Law, Volume I (Bandung: Alumni, 2002), p. 12.] 


Indonesia has provided protection for consumers through Law Number 8 of 1999 concerning Consumer Protection. The law provides guarantees for consumers' rights to obtain comfort, security, safety, correct information, and obtain compensation if they suffer losses due to the use of goods or services. However, the application of these provisions becomes more complex when transactions are carried out with business actors outside the territory of Indonesia. In such conditions, the question arises about which country law should be applied and which institution is authorized to resolve disputes in the event of a violation of consumer rights.

The characteristics of e-commerce transactions are different from conventional transactions because the parties do not meet in person. The entire process from offering, ordering, payment to delivery is carried out through electronic media. This situation increases the risk of violations of consumer rights, such as fraud, goods not in accordance with specifications, misuse of personal data, delay in delivery, and failure to perform contracts. In international trade practices, these risks are even greater due to differences in legal systems, languages, cultures, and law enforcement mechanisms in each country.[footnoteRef:7],[footnoteRef:8] [7:  Law Number 8 of 1999 concerning Consumer Protection, Article 4.]  [8:  Law Number 1 of 2024 concerning the Second Amendment to Law Number 11 of 2008 concerning Information and Electronic Transactions.] 


In International Civil Law, the principle of choice of law is known which gives the parties the freedom to determine the law that will govern their contracts. This principle is the embodiment of the principle of freedom of contract as it is known in civil law. Through the choice of law clause, business actors and consumers can determine whether their contracts are subject to Indonesian law, the laws of the business actor's country, or the laws of other mutually agreed countries. However, such freedom is not absolute. The choice of law must not be contrary to public policy and must not eliminate the minimum protection that consumers should obtain as parties who have a weaker position in the contractual relationship.

In addition to legal choice, International Civil Law also recognizes the principle of choice of forum. This principle gives the parties the authority to determine the institution or court that will resolve the dispute in the event of default or unlawful acts. In international e-commerce practice, forum choice clauses are often included in the terms and conditions of use. However, the existence of such clauses often puts consumers at a disadvantage because dispute resolution must be carried out in the country where the business actor is domiciled, so it requires greater costs, time, and legal capabilities.[footnoteRef:9] [9:  Ridwan Khairandy, Indonesian Contract Law in Comparative Perspective (Yogyakarta: FH UII Press, 2014), p. 84.] 


As a comparative illustration, the European Union limits the parties' freedom to choose an applicable law that would deprive the consumer of the mandatory protections of their home jurisdiction, as reflected in the Rome I Regulation. This approach demonstrates that International Civil Law can be structured to actively protect the weaker party rather than merely provide neutral conflict-of-law rules, an orientation that Indonesian regulations on cross-border e-commerce have not yet adopted.

The development of electronic commerce has also encouraged the birth of various international legal instruments. One of them is the UNCITRAL Model Law on Electronic Commerce 1996 which provides guidelines on the recognition of electronic documents, electronic signatures, and the validity of electronic contracts. Although it is not a binding international agreement, this provision has become a reference for many countries in forming national regulations regarding electronic transactions, including Indonesia through Law Number 11 of 2008 concerning Information and Electronic Transactions as amended by Law Number 1 of 2024.[footnoteRef:10] [10:  UNCITRAL, Model Law on Electronic Commerce 1996.] 


In international trade practices, consumer protection is also influenced by the principle of good faith which requires each party to carry out its rights and obligations honestly, openly, and responsibly. Business actors are required to provide correct information regarding the identity, quality of goods, prices, payment methods, shipping costs, and return mechanisms. Instead, consumers are obliged to make payments according to the agreement and use the product as intended. The application of the principle of good faith is the basis for the creation of legal certainty in cross-border contractual relationships.[footnoteRef:11] [11:  Hikmahanto Juwana, International Law in Indonesian Perspective (Jakarta: Yayasan Obor Indonesia, 2010), p. 221.] 


Although various national and international legal instruments are available, consumer protection in international e-commerce transactions still faces various obstacles. Differences in legal systems between countries that adhere to civil and common law, differences in electronic evidentiary mechanisms, and limited implementation of foreign court decisions are challenges in themselves. It is not uncommon for consumers to have difficulty obtaining compensation because business actors are in other countries that have different rules regarding contractual responsibility and consumer protection.[footnoteRef:12] [12:  Ahmadi Miru and Sutarman Yodo, Consumer Protection Law (Jakarta: RajaGrafindo Persada, 2015), p. 39 Peter Mahmud Marzuki, Introduction to Law (Jakarta: Kencana, 2021), p. 315.] 


According to the author, the gaps identified above namely the national orientation of Law Number 8 of 1999 and Law Number 1 of 2024, and the imbalance created by unilateral choice-of-forum clauses show that consumer protection in international trade e-commerce transactions is not enough to rely solely on the provisions of national law. It is necessary to harmonize the rule of law between countries, increase international cooperation, and strengthen the principles of International Civil Law so that consumer rights remain protected without hindering the development of digital trade. In addition, the Indonesian government needs to continue to improve regulations regarding electronic transactions, personal data protection, and cross-border dispute resolution so that it can provide legal certainty for people who are increasingly active in transacting through international digital platforms.[footnoteRef:13] [13:  Peter Mahmud Marzuki, Introduction to Law (Jakarta: Kencana, 2021), p. 315.] 


B. Consumer Dispute Resolution in International Trade E-Commerce Transactions International Civil Law Perspective
The development of e-commerce transactions in international trade has consequences in the form of increasing potential disputes between business actors and consumers. Disputes can arise due to various factors, such as defaults, delivery of goods that do not meet specifications, delay in delivery, failure to pay, misuse of personal data, and fraud in electronic transactions. In contrast to domestic trade disputes, international e-commerce disputes have special characteristics because they involve parties from different jurisdictions of countries. Therefore, the settlement is not only subject to national law, but also to the principles of International Civil Law.[footnoteRef:14] [14:  Law Number 30 of 1999 concerning Arbitration and Alternative Dispute Resolution.] 


One of the main issues in the resolution of cross-border disputes is determining the forum that is authorized to examine and adjudicate cases. In International Civil Law, the issue is known as a jurisdictional issue. The determination of jurisdiction is very important because each country has the authority to adjudicate different cases according to its legal system. If the electronic contract contains a choice of forum clause, then in principle the parties are bound to resolve the dispute at the agreed forum. However, in the relationship between business actors and consumers, the clause should not eliminate the basic rights of consumers as weaker parties in the contractual relationship.[footnoteRef:15] [15:  Convention on the Recognition and Enforcement of Foreign Arbitral Awards (New York Convention 1958).] 


In addition to determining the forum, International Civil Law also regulates the choice of law. In international e-commerce practice, electronic contracts generally have defined the laws that apply to the relationship of the parties. This legal determination aims to provide legal certainty in the event of a dispute. However, the application of legal options must still pay attention to the principles of justice, public policy, and consumer protection so that there is no abuse of dominant position by business actors.[footnoteRef:16] [16:  Presidential Decree No. 34 of 1981 concerning the Ratification of the 1958 New York Convention.] 


In practice, consumer dispute resolution can be pursued through two paths, namely litigation and non-litigation. Settlement through litigation is carried out through the court that has jurisdiction over the dispute. Although it provides legal certainty through a judge's decision, settlement through the courts often takes a long time, costs a lot, and faces obstacles in the recognition and implementation of the judgment if the losing party is in another country. Therefore, in international trade transactions, business actors prefer the dispute resolution mechanism outside the court.[footnoteRef:17] [17:  Sudargo Gautama, Indonesian International Civil Law, Volume III (Bandung: Alumni, 2002), p. 118.] 


One of the most widely used nonlitigation mechanisms in international trade is international arbitration. Arbitration is a method of resolving civil disputes out of court based on the written agreement of the parties. The advantage of arbitration lies in a faster, confidential settlement process, using arbitrators who are experts in their fields, and producing final and binding awards. These characteristics make arbitration a more effective forum in resolving international business disputes than litigation proceedings in court.[footnoteRef:18] [18:  M. Yahya Harahap, Arbitration (Jakarta: Sinar Grafika, 2004), p. 45.] 


In Indonesia, arbitration is regulated in Law Number 30 of 1999 concerning Arbitration and Alternative Dispute Resolution. The law provides a legal basis for the conduct of national arbitration as well as recognition of international arbitration awards. In addition, Indonesia has also ratified the 1958 New York Convention through Presidential Decree Number 34 of 1981. The ratification demonstrates Indonesia's commitment to recognize and enforce foreign arbitral awards as long as it meets the requirements specified by laws and regulations.[footnoteRef:19] [19:  Hikmahanto Juwana, International Law in Indonesian Perspective (Jakarta: Yayasan Obor Indonesia, 2010), p. 287.] 


However, the implementation of international arbitration awards in Indonesia cannot be carried out automatically. Based on Law Number 30 of 1999, international arbitration awards must obtain exequatur from the Central Jakarta District Court before they can be executed. In addition, the decision must not contradict Indonesia's public order. These requirements are intended to maintain the sovereignty of national law while ensuring that the implementation of foreign judgments is not detrimental to the public interest.[footnoteRef:20] [20:  Erman Rajagukguk, Arbitration in Business Practice (Jakarta: Chandra Pratama, 2016), p. 96.] 


In addition to arbitration, technological developments have also encouraged the birth of the Online Dispute Resolution (ODR) mechanism as an alternative to e-commerce dispute resolution. ODR allows dispute resolution to be carried out electronically through internet media without requiring the parties to be physically present. This mechanism is considered more effective for disputes of small value but involve parties from different countries. Although its application in Indonesia is still limited, ODR is seen as one of the dispute resolution models that will develop along with the increase in global digital transactions.[footnoteRef:21] A concrete illustration of this trend is the European Union's Online Dispute Resolution Platform, which for almost a decade allowed consumers and traders in the EU, Norway, Iceland, and Liechtenstein to submit cross-border e-commerce complaints to a network of national ADR bodies through a single multilingual portal; its discontinuation in 2025 due to low usage nonetheless shows that an ODR mechanism must be actively promoted and made easily accessible in order to be effective. At the regional level, ASEAN has taken a comparable step through its Guidelines on Online Dispute Resolution, which direct member states, including Indonesia, to build national ODR systems as a foundation for an eventual ASEAN ODR Network capable of handling cross-border consumer complaints among member states. These examples indicate that the effectiveness of ODR in resolving cross-border consumer disputes depends not only on the existence of the technology, but also on institutional support, cooperation between countries, and sustained public awareness of the mechanism. [21:  UNCITRAL Technical Notes on Online Dispute Resolution (2016).] 


From the perspective of International Civil Law, the resolution of consumer disputes in e-commerce transactions is not only aimed at resolving disputes, but also provides certainty regarding applicable laws, authorized forums, and the implementation of judgments in other countries. Therefore, legal harmonization between countries is very important so that there are no jurisdictional conflicts or legal conflicts that can harm consumers.[footnoteRef:22] [22:  Peter Mahmud Marzuki, Legal Research (Jakarta: Kencana, 2021), p. 287.] 


According to the author, consumer protection in international e-commerce transactions will be more effective if supported by cooperation between countries in the recognition of judgments, harmonization of digital trade regulations, and improvement of fast, cheap, and easily accessible dispute resolution mechanisms. In addition, Indonesia needs to strengthen regulations on cross-border electronic transactions and develop technology-based dispute resolution mechanisms to be able to provide legal certainty for consumers in the era of global digital trade.[footnoteRef:23] [23:  Ridwan Khairandy, Indonesian Contract Law in Comparative Perspective (Yogyakarta: FH UII Press, 2014), p. 229.] 


CONCLUSIONS
The development of e-commerce has provided convenience in the implementation of international trade, but it has also caused various legal problems, especially related to consumer protection. Transactions involving parties from different countries lead to issues regarding applicable law, jurisdiction, and dispute resolution mechanisms. Consumer protection in international e-commerce transactions cannot rely on national law alone; it also requires the application of International Civil Law principles, particularly choice of law, choice of forum, and the recognition of foreign judgments, in order to safeguard consumers as the weaker party in cross-border contractual relationships.

Dispute resolution in international trade e-commerce transactions can be carried out through litigation and non-litigation channels. Among the non-litigation options, international arbitration is considered the most effective mechanism for resolving cross-border business disputes, while Online Dispute Resolution (ODR) offers a faster and more accessible alternative, particularly for low-value consumer claims. The development of regional ODR frameworks, such as those introduced by the European Union and ASEAN, shows that the effectiveness of ODR depends not only on technology, but also on institutional support and cooperation between countries. Accordingly, Indonesia needs to accelerate the development of a national ODR system, strengthen regulations on cross-border electronic transactions, and pursue closer legal harmonization and cooperation with other countries so that consumer protection in international e-commerce transactions can be carried out more optimally, ensuring certainty, justice, and legal benefit for all parties involved. This study is limited to a normative legal analysis based on library research; further empirical research is needed to examine the actual implementation and effectiveness of ODR mechanisms for consumer dispute resolution in Indonesia.
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