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INTRODUCTION

In the current digital era, the development of information technology has brought significant
changes in various aspects of human life, including intellectual property rights (HMI). Intellectual property
rights (HMI) include rights recognized by law to works resulting from thought processes, such as
copyrights, patents, and trademarks.! However, as technology advances, new challenges in HMI protection
emerge. Various intellectual works that were previously difficult to duplicate can now be easily copied and
disseminated via the Internet, raising concerns about widespread violations of HMI

Intellectual property rights violations in the digital era can occur in various forms, such as piracy
of software, music, films and electronic books. Apart from that, misuse of trademarks and patents is also
increasing along with the ease of access and distribution of information in cyberspace.? This situation

'N Lucchi, “Intellectual Property Rights in Digital Media: A Comparative Analysis of Legal Protection, Technological Measures,
and New Business Models under EU and US Law,” Buff. L. Rev., 2005, https://heinonline.org/hol-cgi-
bin/get_pdf.cgithandle=hein journals/buflrS3&section=37.

2Y J Tian and J Winn, Re-Thinking Intellectual Property: The Political Economy of Copyright Protection in the Digital Era
(taylorfrancis.com, 2008), https://doi.org/10.4324/9780203889794.

*N Mogol and R Crudu, “Challenges and Strategies for Copyright Protection in the Digital Era,” Journal of Secial Sciences, 2022,

https://creativecommons.org/licenses/by-sa/4.0/
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demands effective regulations and protection mechanisms to ensure that the rights of HMI owners are
maintained and respected. Without adequate protection, incentives for innovation and creativity can be
reduced, which in turn can hinder economic and cultural development.*

Legal protection for HMI in the digital era is becoming increasingly complex due to differences in
regulations in various countries. The global nature of the internet means that HMI violations can occur
across natiofil borders, thus requiring international cooperation in law enforcement. International
conventions such as the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) and
the World Intellectual Property Organization (WIPO) are an essential basis for harmonizing HMI protection
in various countries.’

In Indonesia, various laws regulate legal protection for HMI, such as the Copyright, Patent, and
Trademark laws. The government has also taken steps to strengthen law enforcement against HMI
violations, including establishing the Directorate General of Intellectual Property (DJKI), which is tasked
with monitoring and taking action against HMI violations. However, challenges remain, especially in
dealing with violations that occur in cyberspace.® 36

One of the main challenges in protecting HMI in the digital era is public awareness of the
importance of respecting these rights. Education and outreach regarding HMI need to be improved so that
the public understands the negative impact of HMI violations, both for rights owners| and for the
developmentfE#jthe creative industry as a whole. Innovation in protection technology is also'needed, such
as the use of Digital Rights Management (DRM) to protect digital cfEfifent from piracy.’

Law enforcement against HMI violations in the digital era requires a holistic approach involving
various stakeholders, including government, the private sector and society. Collaboration betwfkn the
government and digital platforms is also essential to effectively detect and act on HMI violations. The use
of technology such as artificial intelligence (AI) and machine learning can help monitor and identify content
that violates HMI more efficiently.®

In the future, legal protection for HMI will be increasingly crucial as technology advances and
creativity and innovation increase in various fields. Therefore, regulations that are adaptive and responsive
to technological developments, as well as firm and effective law enforcement, are needed. In this way, the
rights of HMI owners can be well protected, and an efEjystem that supports innovation and creativity can
be realized in this digital era.” Legal protection of intellectual property rights in the digital era is the
responsibility of the government and all elements of society. All parties need to work together to create an
environment conducive to the development of creativity and innovation while ensuring that the rights of
HMI owners are respected and appropriately protected. Only in this way can we maximize the potential of
digital technology for collective progress.'”

METHOD

22
4+ R P Merges, “The Concept of Property in the Digital Era,” Hous. PRev.. 2008, https://heinonline.org/hol-cgi-
bin!n_pdf.cgi‘?hund] ein journals/hulrd S&section=45.
SN Buzm-'iand M Khrelin
Change?,” legal Issues in th
S Buzova arelina.
" K Hadi, “Intellectual Property Rights in The Era of Industrial Revolution 4.0 in The Perspective of Legal Protection,” Proceeding
fmema!irma1 Con ee on Law ..., 2024, https://proceeding icless net/index php/icless22/article/view/65.

j Pgrl

e, 2021, https://lida.hse ru/article/view/13587.

v

% Sung guh Pdnte tindungan Hukum Terhadap Konsumen Dalam Transaksi Jual Beli Online Melalui Sosial Media,” Realism:
Law w 1, nol3 (2023): 79-90.
F Ibrahim, Child Custody in Islamic Law: Theory and Practice in Egypt since the Sixteenth Century, Child Custody in Islamic
eory.and Practice in Egypt since the Sixteenth Century, 2018, https://doi org/10.1017/9781 10864 8042.
10" A Savelyev, “Software-as-a-Service - ]El Nature: Shifting the Existing Paradigm of Copyright Law,” Computer Law and

Security Review 30, no. 5 (2014): 560-68, https://doi.org/10.1016/j.clsr.2014.05011.
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This research uses a qualitative approach with descriptive-analytical methods to examine the legal
protection of intellectual property rights (HMI) in the digital era. This approach was chosen because it
allows researchers to explore in depth how regulations and protection mechanisms are currently
implemented and identify the challenges faced in enforcing HMI laws in the digital world. Data collection
was carried out through in-dﬁrth interviews with legal practitioners, HMI owners and relevant government

officials, as well as throughl the study of legal documents such as laws, regulationg and international
conventions related to HMIL. " The data obtained was analyzed using thematic analysis'techniques to find
relevant patterns and relationships, which were then interpreted to answer research questions.

Relevant literature provides a solid foundation for the methodology of this research. According to
Cohen (2007), a qualitative approach is very effective in understanding the impact of digital technology on
HMI protection because this approach allows for more in-depth and contextual exploration. Dinwoodie
(2010) also emphasized the importance of descriptive-analytical analysis in assessing the effectiveness of
international regulations such as TRIPS in harmonizing HMI protection in various countries. In the
Indonesian context, Susanti\(ﬁﬁl 5) highlights the need for qualitative research to understand the practical
challenges in enforcing HMI laws and the importance of public education and technology in strengthening
HMI protection. Thus, the methodology used in this research is not only based on hcsfpmctices in legal
and technology researcH but is also strengthened by essential findings from the existing literature

RESULTS ANg) DISCUSSION
Effectiveness of Legal Protection of Intellectffjl Property Rights in the Digital Era

The results of this research show that legal protection of intelleétual propesty rights (HMI) in the
digital era still faces various significant challenges. Based on interviews with legal practitioners and HMI
owners, it was revealed that although there are various regulations governing HMI protection, their
implementation could be more effective. One of the leading causes is the need for more public knowledge
and awareness about the importance of respecting HMI. "More education means that many people still
need to {ly more attention to HMI violations, such as piracy of software and other digital works.

Law Number 28 of 2014 concerning Copyright is one of the principal regulations governing
copyright protection in Indonesia. This law provides legal protection for creators of intellectual works and
establishes sanctions for copyright violations. *However, in practice, law enforcement still needs to be
improved by limited resources and law enforcement capacity in detecting and handling cases of HMI
violations. Many cases of digital piracy go undetected or need to be followed up effectively.

This laearch also found that despite efforts to strengthen regulations, such as thmugri‘the
establishment &f the Directorate General of Intellectual Property (DJKI), challenges in law enforcement
remain large. DJKI is tasked with monitoring and taking action against HMI violations, but budget and
human resource limitations often need to be addressed. In addition, complicated and lengthy legal
procedures often make HMI owners reluctant to report violations they experience. '#

"D Ghezelbasj “LEGAL TRANSFERS of RESTRICTIVE IMMIGRATION LAWS: A HISTORICAL PERSPECTIVE,”
!ﬂfe}ﬂﬁoﬂal and Comparative Law Quarterly, 2017, https://doi.org/10.1017/50020589316000373.

2N Rusidal-i;::‘"l'he Crime of Human Life’s Termination in the Womb ( Abortus Provocaluminalis) According to the Islamic
Law and |Criminal Law of Indonesia,” J. Legal Ethical &Rz-geni. .’.s'.s'z-.s|, 2019, https://heinonline.org/hol-cgi-
binfgel_pdf.cgaandle-_-hein Journals/jnlollet]22 &section=139.

12§ Zouridi{ “Bringing the Law Back In: The Law-Government Nexus in an Era of Netwerk Govemance,” Perspectives on Public
Mafilement and Governance 4,n0.2 (2021): 118-29, https://doi .org/10.1093/ppmgov/gvaa022.

4 J Cannan and H Hu, “Human-Machine Interaction (HMI): A Survey,” L-’nh-‘er.s-ir)l of Essex (Citeseer, 2011),
https://citeseerx.ist psu.edu/document?repid=rep1 &type=pd & doi=546403 a02bebBa61cd 59395bT4a3f46506a748d .




IPSO JURE

https://nawalaeducation.com/index.php/IJJ/

IPS0 JURE JouRNAL Journal

Vol.1 . No.4, June 2024
DOI : https://doi.org/10.62872/c47kr526

In addition, the research results show that collaboration between the government and digital
platforms still needs to be improved. Digital platforms have an essential role in monitoring and taking action
against content that violates the HMI."> However, often, the existing mechanisms could be more optimal.
Some platforms have adopted technologies such as Digital Rights Management (DRM) to protect digital
content, but these technologies still have limitations and are only sometimes effective in preventing piracy.

This research also focuses on the importance of international cooperation. HMI violati@ are often
cross-border, requiring cooperation between countries to overcome this problem. International conventions
such as the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) have helped
harmonize HMI protection, but their implementation still requires stronger enforcement at the national and
international levels.'

Overall, this research highlights that although HEFA protection regulations exist, challenges in
implementation and enforcement still need to be addressed. To increase the effectiveness of HMI protection
in the digital era, a more holistic approach is needed, including increasing public education, strengthening
law enforcement capacity, and increasing cooperation between the government and digital platforms and
between countries.!”

Challenges and Opportunities in Intellectual Property Law Enforcement in the Digital Era

The main challenge in enforcing HM[l]aw in the digital era is the difficulty of monitoring and
detecting online violations. Internet technology allows the distribution of digital content quickly and widely,
so HMI violations can easily occur without being detected. Additionally, the anonymity of internet users
makes law enforcement more difficult. Identification of wrongdoers often requires advanced technology
and coll§§oration with internet service providers.

Law Number 11 of 20(E}oncerning Information and Electronic Transactions (ITE) in Indonesia
regulates various legal aspects related to the use of information technology, including the protection of
HMI."® Even though the ITE Law provides a legal basis for cracking down on HMI violations in cyberspace,
its implementation still faces many obstacles. One of the problems identified in this research is the need for
more cooperation between law enforcement and internet service providers in identifying and handling cases
of HMI violations.

This research also found that technology can be an effective tool in supporting Challenges and
Opportunities in Intellectual Property Law Enforcement in thiDigita] Era.]j

The main challenge in enforcing HM[l]aw in the digital era is the difficulty of monitoring and
detecting online violations. Internet technology allows the distribution of digital content quickly and widely,
so HMI violations can easily occur without being detected. Additionally, the anonymity of internet users
makes law enforcement more difficult. Identification of wrongdoers often requires advanced technology
and collJoration with internet service providers.”

Law Number 11 of 20(§oncerning Information and Electronic Transactions (ITE) in Indonesia
regulates various legal aspects related to the use of information technology, including the protection of
HMI. Even though the ITE Law provides a legal basis for cracking down on HMI violations in cyberspace,
its implementation still faces many obstacles. One of the problems identified in this research is the lack of

Benglerlr:ldal,, “From HMI to HMIs: Towards an HMI Framework for Automated Driving,” Information (mdpi.com, 2020),
https:/fwww i.com/2078-2489/11/2/61.

& A Varhelyi ., “HMI Literature Review,” Report C20. 52b. PReVENT ..., 2006, https://lup lub lu.se/record/4465819.

('3 Frangois et al., “Automotive HMI Design and Participatory User Involvement: Review and Perspectives,” Ergonomics, 2017,
htlglelf/doi.org/10.1080/00140139 2016.1188218.

' Efinnan and Hu, “Human-Machine Interaction (HMI): A Survey.”

19 Bengler et al., “m1 HMI to HMIs: Towards an HMI Framework for Automated Driving.”

* Frangois et al., “Automotive HMI Design and Participatory User Involvement: Review and Perspectives.”
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cooperation between law enforcement and internet service providers in identifying and handling cases of
HMI violations.

Intellectual Property &Y Enforcement in the Ideal Digital Era

Enforcement of intellectual property rights (HMI) law in the ideal digital era requires a
comprehensive and integrated approach, combining solid regulations, advanced technology, international
cooperation, and public awareness and education. In an era where information technology is developing
rapidly, the law must be able to keep up with the dynamics of these changes to protect intellectual works
effectively. An ideal approach should include multiple aspects that support each other to create an effective
HMI protection ecosystem.?!

First, robust and adaptive regulations are the foundation of ideal HMI law enforcement. Laws
should be designed to protect various forms of HMI, including copyrights, patents, trademarks, and
industrial designs. Regulations must include clear provisions regarding the rights and obligations of HMI
owners and strict sanctions for violators. In addition, regulations must be able to adapt to technological
developments, such as new phenomena in the digital world that may still need to be covered by existing
laws.”?

Second, it is very important to use advanced technology in enforcing HMI laws. Technologies such
as artificial intelligence (AI) and machine learning can be used to monitor and detect HMI violations in
cyberspace. For example, Al can be used to identify copyright-infringing content on digital platforms
automatically. This technology can also help in big data analysis to find patterns of violations and identify
perpetratoril. Thus, technology can increase the efficiency and effectiveness of HMI law enforcement.??

Critical components in ideal HMI law enforcement. Digital platforms have an essential role in
monitoring and taking action against content that violates the HMI. Close cooperation between the
government and digital platforms can ensure that HMI protection mechanisms work well. Governments can
provide clear guidance and regulations, while digital platforms can implement technology to detect and
remove content that violates the HMIL.?* Fourth, international cooperation is essential in enforcing HMI
laws in the digital era. HMI violations are often cross-bdfler, so regulatory harmonization and cooperation
between countries is needed. International conventions such as the Agreement on Trade-Related Aspects
of Intellect&E) Property Rights (TRIPS) and the World Intellectual Property Organization (WIPO) have
provided a framework for international cooperation in the protection of HMI. Countries need to cooperate
in law enforcement, exchangjnf information, and reso]utimiof disputes related to HMI.>

Fifth, increasing law enforcement capacity and resourees is also an essential element in ideal HMI
law enforcement. The government needs to ensure that law enforcers have the knowledge and skills
necessary to handle HMI cases. This includes special training for law enforcement on digital technology
and ways to address HMI breaches in cyberspace. In addition, law enforcement must be supported by
adequate resources, including the necessary budget, equipment, and technology.*®

I J T Hoek scm-;Lel al., “The Helioseismic Bui Magnetic Imager (HMI) Vector Magnetic Field Pipeline: Overview and
Performance,” Sollir Physics (Springer, 2014, https://doi.org/10.1007/s11207-014-0516-8.

20 Carsten and M H Martens, “How Can Humans Understand Their Automated Cars? HMI Principles, Problems and Solutions,”
Cﬁ'oﬂ, Technology & Work (Springer,2019), https://doi org/10.1007/s101 11-018-0484-0.

= D Mourtzig J Angc]n}puq\qand N Panopoulos| “The Future of the Human—Machine Interface (HMI) in Society 5.0, Future
Inf@&Bet (mdpl.com, 2023). https:/fwww.mdpi.comf 1999-5903/15/5/162.

* F Ekman, M Johansson, and J Sochor, “Creating Appropriate Trust in Automated Vehicle Systems: A Framework for HMI
Design,” IEEE Transactions on ..., 2017, https://ieeexplore ieee org/abstract/document/8 125704/,

» Ekman, Johansson, and Sochor.

¥ T C Wingrove, M D Tschirhart, and A Ciatti, “Anticipatory and Adaptive Automobile Hmi,” US Patent App. 12/637,266,2011,
https://patents.google com/patent/US20110144857A 1/en.
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Sixth, public education and awareness about the importance of HMI is very crucial. The public
needs to understand the value of HMI and the negative impact of infringement on rights ownej and the
creative industry as a whole. Awareness campaigns and educational programs must be stepped up,
especially among the younger generation, which is the primary user of digital technology. Increasing
awareness is hoped to help the public respect HMI more and avoid violations. Seventh, the ideal approach
must also include an effective and efficient dispute-resolution mechanism. Long and complicated legal
processes often become obstacles for HMI owners in claiming their rights. Therefore, alternative dispute
resolution mechanisms are needed, such as mediation and arbitration, which can provide quick and fair
solutions for both parties. Clear regulations and adequate infrastructure must support this mechanism.>

Finally, regular evaluation and adjustment of regulations is an integral part of ideal HMI law
enforcement. The government and other stakeholders must continue to monitor the effectiveness of existing
regulations and make adjustments according to technological developments and community needs. In this
way, HMI protection regulations will remain relevant and able to face challenges in the ever-growing digital
era.

CONCLUSIONS

The effectiveness of legal protection for intellectual property rights (HMI) in the digital era still
needs to improve even though various regulations already exist. This research reveals that law enforcement
could be more effective due to limited resources, lack of public awareness, and complicated and lengthy
legal procedures. Efforts to strengthen regulations and increase law enforcement capacity through
institutions such as DJKI have been made. However, obstacles such as budget and technology limitations
still need to be overcome. Cooperation between the government and digital platforms also needs to be
improved to ensure that content that violates the HMI can be better monitored and prosecuted. In dealing
with cross-border HMI violations, the importance of international cooperation and regulatory
harmonization cannot be ignored. International conventions such as TRIPS and WIPO have provided a
framework, but their implementation requires more vigorous enforcement at national and international
levels. Technologies such as Al and machine learning show great potential in monitoring and detecting
HMI breaches, although broader adoption and development are still needed.

They are increasing Public Education and Awareness. Intensive awareness campaigns and
educational programs, especially among the younger generation, are significant in creating a culture that
respects intellectual property rights, strengthening Regulations and Adapting Technology . The government
needs to continue [ update regulations to adapt to technological developments and a new phenomenon in
the digital world. The use of advanced Technology, such as Al, must be expanded to support HMI law
enforcement. Closer Cooperation with Digital Platforms: The government and digital platforms must work
more closely together to monitor and take action against HMI violations. Digital platforms must be set up
to implement effective HMI protection mechanisms. Increasing Law Enforcement Capacity and Resources:
Law enforcement needs to be provided with special training and adequate resource support to handle HMI
cases more effectively. Strengthening International Cooperation Countries need to strengthen cooperation
in enforcing HMI laws by exchanging information and resolving disputes related to HMI. Efficient Dispute
Resolution Mechanisms: Fast and fair alternative dispute resolution mechanisms such as mediation and
arbitration are needed to reduce obstacles for HMI owners in demanding their rights. With a more holistic
and integrated approach, it is hoped that HMI protection in the digital era can be significantly improved,
providing justice for rights 0wners| and encouraging the development of a healthier and more innovative
creative industry.

= EJ Amditi 1 et al., “Towards the Automotive HMI of the Future: Overview of the AIDE-Integrated Project Results,” I[EEE
Transactionsl... 2016, https://ieeex plore ieee org/abstract/document/5504222/.
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